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University of Colorado

Boulder | Colorado Springs | Denver | Anschutz Medical Campus

ADMINISTRATIVE POLICY STATEMENT

Policy Title: Collection of Personal Data from Students and Customers

FEEDBACK

APS Number: 7003 APS Functional Area: RISK MGMT/PUBLIC SAFETY

Brief Description: Sets forth requirements for the collectlon of personal data from students and other
customers of the University;

Effective: Juby1-2009 TBD (Pending)

Approved by: President Bruee D-BensonTodd Saliman (Pending)

Responsible University Officer: Office of Vice President for Finance

Responsible Office: Office of University Controller

Policy Contact: Office of University Controller

Supersedes: Collection of Personal Data from Students and Customers, July 1, 26672009

Last Reviewed/Updated: Jub1-2009 TBD (Pending)

Applies to: All campuses

Reason for Policy: To set forth requirements for the collection of personal data from students and steps to be followed by

organizational units when conducting business with students.

I INTRODUCTION

This policy sets forth requirements for the collection of personal data from students, including medical residents, and
customers for use in various business and regulatory processes, including but not limited to Internal Revenue Service
reporting, collection efforts, and student insurance and medical services It further sets forth requirements that must be

customers of the Un1vers1ty hes

II. POLICY STATEMENT

A. Required and Preferred Personal Data

followed by organizational units when conductmg business w1th students 1nclud1ng medical res1dents and other

The following are considered to be required personal data that must be collected in accordance with these

procedures:

1. Individual's legal name;

2 Social Security Number and/or Federal Employer Identification Number;
3. Permanent address; and

4 Date of birth.

The following data is encouraged (but not required) to be collected where applicable and cost-effective to do so:

1. Current home and work address;
2. Current home and work phone number; and
3. Name and address of nearest relative or guardian not living with customer/student.
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Collection Requirements

The collection of personal data from students, including medical residents, and customers of the University is a
sound business practice and is required per this policy for:

1. students and customers with either a formal credit relationship or informal credit relationship with the
University;

2. medical residents providing training services at a medical affiliate; and

3. students applying for federal financial aid for which the University is the creditor and state financial aid'.

The required personal data will be collected when an individual initiates the credit relationship, financial aid
request, or medical resident training agreement.

The required and preferred personal data (identified in Section A, above) will be maintained in accordance with
the IT Administrative Policy Statement referenced in Section IIL.A., below.

Collection Requirement Exemptions

An informal credit relationship is created when the University receives an insufficient fund check or a credit card
chargeback. These informal credit relationships are exempted from the requirements of this policy, but
organizational units must comply with applicable policies issued by the University Treasurer that pertain to
receiving payments by checks and credit cards.

The University has a few services, such as parking, that are provided without registration or that demonstrate
minimal collection risk. An organizational unit may obtain an exemption from collection requirements for these
services from the appropriate campus Controller.

A customer (but not a student applying for financial aid or a medical resident entering into a training agreement)
may request an exemption from providing her/his Social Security Number and/or Federal Employer Identification
Number by paying for the requested services in full prior to receiving any part of the service. The exemption may
be requested from the responsible organizational unit.

If an exemption is not granted and the personal data are not collected in accordance with this policy, then the
goods, service, or financial aid may not be delivered to the customer, student, or medical resident. It is the
responsibility of the organizational unit to ensure procedures are in place so as to prevent delivery of the goods,
service, financial aid or medical resident training agreements.

! State financial aid for the purposes of this policy includes stipend payments in the State of Colorado College Opportunity Fund.
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PROCEDURES, FORMS, GUIDELINES, AND RESOURCES

A.  Related Administrative Policy Statements

1. IT Security in University Operations, Continuity, and Contracting

B. Educational Resources

Educational resources including guides, training announcements, and newsletters are announced and available on
Office of University Controller and Office of Information Security websites.

C. Related Policies and Laws

The Fair and Accurate Credit Transactions Act of 2003, an amendment to the Fair Credit Reporting Act
Gramm-Leach-Bliley Act of 1999

DEFINITIONS

Italicized terms used in this Administrative Policy Statement are defined in the Administrative Policy Statement Policy
Glossary.

CONTACTS

The appropriate campus Controller, consulting with the University Controller as appropriate, will respond to questions
and provide guidance regarding interpretation of this policy. Any exceptions to this policy must be approved by the
University Controller.

HISTORY

Revised July 1, 2009, TBD
New July 1, 2007
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