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ADMINISTRATIVE POLICY STATEMENT 4 
 5 

 6 

Policy Title:  Fiscal Misconduct Reporting 7 

APS Number:  4012 APS Functional Area:  FINANCE 8 
 9 

Brief Description:  This policy establishes the procedures and responsibilities for reporting and resolving 10 
instances of known or suspected fiscal misconduct. 11 

 12 
Effective:   July 1, 2009TBD 13 

Approved by:   President Bruce D. BensonPresident Todd Saliman (Pending) 14 

Responsible University Officer: Vice President and Chief Financial Officer for Budget and Finance 15 

Responsible Office:  Office of University Controller 16 

Policy Contact: Office of University Controller 17 

Supersedes: Fiscal Misconduct Reporting, February 1, 1993July 1, 2009 18 

Last Reviewed/Updated:  July 1, 2009TBD (Pending) 19 

Applies to: All campuses  20 

 21 

Reason for Policy: To implement The purpose of this policy is to maintain the public trust in, and to preserve and protect the 22 
assets/financial interests of, the University by implementing applicable State Fiscal RulesUniversity of Colorado Regent 23 
Policies and Fiscal Procedures and State of Colorado Revised Statutes relating to fiscal misconduct, including  and outlininge 24 
specific responsibilities for individuals involved in a fiscal misconduct situation. 25 

 26 

I. INTRODUCTION 27 
 28 

This policy establishes the procedures and responsibilities for reporting and resolving instances of known or suspected 29 
fiscal misconduct in order to: protect the assets and interests of the University, ensure a coordinated approach toward 30 
resolution of fiscal misconduct, and encourage compliance with applicable State Fiscal RulesUniversity of Colorado 31 
Regent Policies and, Fiscal Procedures and State of Colorado Revised Statutes. The policy is derived from the statutes 32 
noted below and outlines specific responsibilities for individuals involved in a fiscal misconduct situation. 33 

 34 
State Fiscal Rules require reporting losses from fraud, theft or embezzlement in excess of a specified dollar limit to the 35 
State Division of Accounts and Control. The State Controller authorized an increase in the University's reporting 36 
threshold to $10,000, due to the University's policies and internal processes for handling fiscal misconduct. 37 

 38 
 39 
II. POLICY STATEMENT 40 
 41 

1. There are several options for reporting known or suspected violations of university policies. Unless reporting is 42 
required to an appropriate office, members of the university community are encouraged to first report any known or 43 
suspected violations to their direct supervisor. Fraud, theft, embezzlement, abuse, or waste may be reported to the 44 
University Department of Internal Audit, who has the primary responsibility for coordinating the initial assessment, 45 
investigation, and internal reporting of known or suspected fiscal misconduct.” Any employee or student associated 46 
with the University who knows of or suspects fiscal misconduct must promptly notify either one's immediate 47 
supervisor or one of the following investigative units: the Department of Internal Audit, Office of University Counsel, 48 
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the appropriate campus police department, and/or the appropriate campus Human Resources or Personnel department. 49 
Concerns may also be submitted to the CU EthicsLine, university’s ethics hotline, where the reporter may choose to 50 
remain anonymous.  This duty to report by an individual or supervisor is in compliance with State law and State Fiscal 51 
Rules. State employees have "whistle blower" protection from State law when they are in compliance with the 52 
requirements set forth in statute.Regent Policy 8.A.9 provides protection from retaliation for all members of the 53 
university community who act in good faith in reporting known or suspected violations of law or university policy.  54 

Because of the often unique and complex nature of fiscal misconduct, which investigative unit to contact first may 55 
be a function of the situation. The Department of Internal Audit and Office of University Counsel are more often 56 
the preferred primary contacts because these units have more flexibility in the manner in which they conduct a 57 
review or investigation where there is some doubt about what actually occurred. In any case, tThe notified 58 
contacted investigative unit shall contact the other units as appropriate to establish the necessary team to progress 59 
with the review or investigation.  60 

2. All affected departments and/or individuals shall cooperate fully with the investigative team to identify whether or not 61 
actual or suspected fiscal misconduct has occurred.  62 

3. The investigative team shall keep University campus officials apprised of on-going investigations as appropriate. 63 
Given the nature of some of these investigations, there are times when the scope of the problem must be 64 
determined before notification is possible.  65 

4. Loss reporting will follow standard University processes for each investigative unit and will include reporting to the 66 
Department of Internal Audit and the University Controller as noted below in the Procedures and Responsibilities 67 
section. The Internal Auditor will report all instances of actual loss greater than $10,000 to the State Division of 68 
Accounts and Control. The report will state the circumstances and corrective action taken. 69 

 70 
III. PROCEDURES AND RESPONSIBILITIES 71 
 72 

The following sections outline the basic responsibilities of those units or individuals involved with an incident of actual 73 
or suspected fiscal misconduct. 74 
 75 
1. The responsible administrator of for the unit where the known or suspected fiscal misconduct may have occurred/or 76 

may be occurring is responsible for:  77 
a) Promptly Rreporting all known or suspected incidents of fiscal misconduct to the Department of Internal 78 

Audit as required by law and State Fiscal Rules.;  79 
b) Not attempting to conduct an independent investigation or audit.;  80 
c) Notifying the Department of Internal Audit one of the investigative units to obtain guidance on how to 81 

proceed. It is preferred to contact the Department of Internal Audit first.;  82 
d) Fully securing and strictly limiting access to any relevant computer and manual records as soon as the fiscal 83 

misconduct is suspected, or when there is reason to believe further losses may occur. Common steps may 84 
include changes in staff assignments, obtaining keys, removing systems access to systems/commercial credit 85 
cards, stopping long-distance telephone access, and reassigning signature and approval authority.;  86 

e) Not confronting or accusing the individual suspected of fiscal misconduct and not making any arrangements 87 
for resolution of the matter without consultatingon with the appropriate personnel officer, the Department of 88 
Internal Audit, campus Human Resources officer, and/or Office of University legal cCounsel, as appropriate. 89 
as noted in (b) above;.  90 

f) Using discretion and not discussing the circumstances with persons not involved in the incident or with 91 
persons without an essential need-to-know. Supervisors can and should be informed if first cleared by the 92 
investigative team.;  93 

g) At the completion of any investigation, implementing cost-effective changes in policy and procedures for 94 
improved internal controls to prevent reoccurrence.  95 

 96 
2. The University Department of Internal Audit is responsible for:  97 

a) Coordinating the initial assessment and investigation to determine if fiscal misconduct has 98 
occurred.Conducting an  assessment of an incident where insufficient facts or evidence is apparent to 99 
determine if, in fact, fiscal misconduct has occurred.;  100 

b) Notifying other departments, units and/or University campus officials who may need to be involved in a 101 
review or investigation as appropriate.;  102 

c) When a loss has occurred, determining how the loss occurred, the amount of the loss, and possible 103 
individuals involved, and . If the loss is over$10,000, notifying the University Controller and the State 104 
Controller;  105 
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d) Gathering available evidence to support loss findings.;  106 
e) Evaluating the systems of internal control and making recommendations for improvements.;  107 
f) Scheduling mMeetings, as required, with the campus police department, the appropriate personnel officer, 108 

administration, and/or legal counsel to coordinate and assess the progress of the audit and investigative 109 
activities.;  110 

g) Following standard audit and investigations reporting procedures, including reporting to the University 111 
Controller.  112 

g)h) Perodically reporting to the Regent Audit Committee the status of fiscal misconduct investigations, including 113 
outcomes, impact to the University, and any proposed management action plans to strengthen the University 114 
internal control environment. 115 

 116 
3. The campus police department is responsible for:  117 

Conducting a preliminary assessment of an incident where sufficient facts or evidence are apparent and/or criminal 118 
misconduct is suspected;  119 
Notifying other departments, units, and/or University campus officials who may need to be involved in an 120 
investigation, as appropriate;  121 
Determining if, in fact, criminal actions have occurred, and conducting an investigation based on the 122 
determination;  123 
Coordinating legal actions with the District Attorney, University Legal Counsel, Office of Internal Audit, and 124 
external law enforcement agencies.  125 
Notifying the campus controller, who will in turn notify the University Controller and Internal Auditor if theft 126 
exceeds $10,000. 127 

 128 
34. The campus personnel Human Resources officer is responsible for:  129 

a) Notifying other departments and units as appropriate to initiate appropriate investigative procedures.;  130 
b) Providing guidance to the appointing authority, administration, and others affected as to appropriate 131 

personnel actions to be taken if the suspect is a University employee.;  132 
c) Providing personnel policy interpretation and guidance.;  133 
d) Participating in the resolution process and preparing reports, as necessary.  134 

 135 
4. The campus police department is responsible for:  136 

a) Conducting a preliminary assessment of an incident where sufficient facts or evidence are apparent and/or 137 
criminal misconduct is suspected. 138 

b) Notifying other departments, units, and/or University campus officials who may need to be involved in an 139 
investigation, as appropriate. 140 

c) Determining if, in fact, criminal actions have occurred, and conducting an investigation based on the 141 
determination. 142 

d) Coordinating legal actions with the District Attorney, Office of University Counsel, Department of Internal 143 
Audit, and external law enforcement agencies.  144 

 145 
 146 

5. Office of University Legal cCounsel is responsible for:  147 
a) Notifying other departments and units (including Public Relations), as appropriate. 148 
a)b) Serving , including Public Relations. Serve as the liaison with external legal entities and coordinatinge 149 

investigations which may require reporting.;  150 
b)c) Consulting with campus departments and/or University campus officials as to appropriate investigative and 151 

corrective actions.;  152 
c)d) Providing policy interpretation and guidance.;  153 
d)e) Participating in the resolution process and preparing reports, as necessary.;  154 
e)f) Consulting with the campus police department prior to finalizing any monetary or administrative agreement 155 

which may affect impending prosecution.  156 
 157 

6. The University Controller is responsible for:  158 
a) Providing policy interpretation as required.;  159 
b) Working with the affected units to implement the necessary management controls to change and improve 160 

business practices which permitted the fiscal misconduct. 161 
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b)c) Applying lessons learned as best practice business process improvements to University-wide internal control 162 
activities.. 163 

 164 
IV. REFERENCES AND RESOURCES 165 
 166 

The following references cite the legal basis (Colorado Revised Statutes) from which this policy was developed:  167 
 Retaliation Prohibited C.R.S. 24-50.5-103  168 
 Embezzlement of Public Property C.R.S. 18-8-407  169 
 Duty to Report a Crime C.R.S. 18-8-115  170 
 Department of Administration C.R.S. 24-30-202 (13)  171 
 Theft C.R.S. 18-4-401  172 
 Obtaining control over any stolen thing of valueOfficial Misconduct C.R.S. 18-4-404  173 
 Forgery C.R.S. 18-5-102 174 
 Code of Ethics C.R.S. 24-18 Part 1  Fraud, Theft or Embezzlement--State Fiscal Rules  (Rule 1-9) 175 

  176 
University Resources: 177 

 178 
 University of Colorado Regent Policies 8.A.9 and 13.E 179 
 University of Colorado Fiscal Procedures 180 
 Fraud and Fiscal Misconduct Awareness and Reporting, Department of Internal Audit  181 

 182 
V. DEFINITIONS 183 
 184 

Italicized terms used in this Administrative Policy Statement are defined in the Administrative Policy Statement 185 
Glossary.  186 
 187 
Fiscal Misconduct - Examples include circumstances of embezzlement; defalcation; misappropriation of goods, 188 
services, or resources; diversion of assets; conflict of interest situations that result in financial loss; and violation of 189 
University fiscal policies and procedures for personal gain. Some of these terms are technical legal terms and the 190 
references noted above should be reviewed if clarification is required. In the context of this policy – and as defined by 191 
Regent Policy 13.E: Fiscal Misconduct – fiscal misconduct means a deliberate act or failure to act \in the course of 192 
university employment regarding fiscal matters, contrary to established law, rule, or policy, with the intent to obtain an 193 
unauthorized benefit, which results in loss or other damage to the university or university faculty, staff, student or 194 
university affiliated entity. Fiscal misconduct includes, but is not limited to: 195 

• Embezzlement or misappropriation of university funds, goods, property, services, or other resources; 196 
• Improper handling or reporting of financial transactions; 197 
• Authorizing or receiving compensation for goods not received or services not performed; 198 
• Authorizing or receiving compensation for hours not worked; 199 
• Forgery or unauthorized alteration of financial documents or records; 200 
• Diverting funds to an unrelated private enterprise that otherwise could be available to the university; 201 
• Suspected fiscal misconduct is a reasonable belief or actual knowledge that fiscal misconduct has occurred or is 202 

occurring. 203 
 204 

Fiscal misconduct also includes attempted fiscal misconduct. Attempted fiscal misconduct exists when an employee, with 205 
the intent to obtain a financial gain, engages in deliberate act or failure to act that constitutes a substantial step towards 206 
committing fiscal misconduct, even though that act or failure to act did not result in loss or other damage to the university 207 
or university faculty, staff, student or university affiliated entity. 208 

 209 
 210 
Suspected Fiscal Misconduct - A reasonable belief or actual knowledge that fiscal misconduct has or is occurring. 211 
Failure to show an actual diversion of assets or loss shall not be considered unreasonable. 212 
 213 
 214 
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