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University of Colorado

Boulder | Colorado Springs | Denver | Anschutz Medical Campus

ADMINISTRATIVE POLICY STATEMENT

Policy Title: IT Security Program Policy

APS Number: 6005

Brief Description:

Effective:
Approved by:

Responsible University Officer:

Responsible Office:
Policy Contact:

Supersedes:

Last Reviewed/Updated:
Applies to:

APS Functional Area: Information Technology

The IT Security Program serves as the core for the University's I Tysecurity and risk
activities and provides requirements to users and administrators of T‘resources via the
noted security and risk standards. These standards help ensure information is secured
appropriately, the university information and IT ésources,are available, and document the
best practices and control activities that help mitigate the University technology risks. This
Administrative Policy Statement encompasses, all IT Security-related requirements as
outlined in the noted security standards.

October 1, 2023 (Pending)

President Todd Saliman (Pending)

Chief Information Security Officer

Office of Information Security

security@cu.edu
IT Security Program, Policy-January 7, 2010

October(l, 2023)(Pending)
Universitywide or as specifically defined by each policy section.

Reason for Policy: Defines roles, tesponsibilities.and requirements for the users and administrators of IT resources to mitigate
risk involving the confidentialitylintegrity and availability of university data and IT systems.

NOTE: Several sections of the prior version of APS 6005 will remain in effect until they have completed

transition to other APS documents and associated standards. Once that work is complete (expected in early

2024), these.sections will bexremoved from this document. These sections can be found at the bottom of this

document.

Thosesections include:

IT.Resource User Responsibilities

IT Security in Personnel Job Descriptions, Responsibilities and Training

IT Security in University Operations, Business Continuity Planning, and Contracting

IT Service Provider Security
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IT SECURITY PROGRAM

Policy Overview: IT Security Program

L INTRODUCTION

This Administrative Policy Statement (APS) is the parent policy for the university’s Information Technelogy (IT) seeurity
standard suite, which defines and establishes the IT Security Program (Program). The Program seryes as the,core for the
university’s IT security activities and provides general guidance to the users and administrators of /T resources,to help mitigate
the risks to university information and IT resources.

More specifically, this policy assigns responsibilities for the oversight and day-to-day management of the Program. These
fundamental responsibilities are essential to ensure the Program provides timely and effectiveyguidance to, the users and
administrators of /T resources in the face of almost continuous change. The effectiveness of this\guidance requires that the
Program be frequently reviewed and adapted to fit the evolving needs of the University and,its stakeholders.

IL. POLICY STATEMENT

A. The goals of the University IT Security Program overallare as follows:

1.

Identify the IT security roles and responsibilities ofithe ChiefInformation Security Officer, the Information
Security Officer or designated campus IT s¢euritypautherity, and the Cyber Risk and Compliance Committee
(CRCO).

Codify standards to mitigate IT security fisksrelated toydata and IT resources used across the university.
Ensure members of the university community aré,aware of the university requirements for managing security
risks related to university information andIT resources.

B. The following principles shall be,followed in implementing the University IT Security Program:

1.

Each campus and SystemyAdministration shall adopt the Program and may create campus-specific policies,
standards, and procedures to meet special campus needs, if they do not conflict with the requirements in the
Program.

IT security risk managementdecisions shall be made by appropriate authorities with jurisdiction over those
areas affected by the Tisks,

University‘information'shall be subject to the Program regardless of the information’s physical location, the
nature of the device oramedia upon which it is stored, or the person in possession or control of the information.
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IT SECURITY PROGRAM

Policy Overview: IT Security Program

C. Roles and Responsibilities for the University IT Security Program.

1. The Program shall be managed and monitored collaboratively by the Chief Information Secusity Officer
(CISO), campus Information Security Officers (ISOs), CRCC, and other university representatives as
appropriate. Program management responsibilities are as follows:

a. CISO
1.

7.

8.

Provides day-to-day management for the systemwide elements of the Program. Reviews and
reports on Program status, at least annually to the Board of Regents; President)Chancellors,
IT Governance Executive Committee, and CRCC.

In cooperation with the CRCC, advises the President, Chaneellors, and ISOs in accordance
with Program goals and requirements.

Oversees the development and maintenance of procedural statements and standards for /7
security and advises ISOs on the alignment of ¢ampus T security procedures with
administrative standards.

Oversees the development and maintenanee ofiIT security compliance testing and reporting
to help monitor effectiveness and adherence to the administrative standards for IT Security.
Develops and manages processes fogtracking and reporting IT security risks at a systemwide
level in coordination with Risk Management. Provides recommendations based on risk
management activities to mitigate,risk.

Establishes a baseline for /T"Security. training,and awareness for all university employees, as
well as IT service providers, and provides aimethod for tracking compliance.

Provides coordinatiomsassistance viathe Data Exposure Process when IT security events span
multiple campus IT security programs

In coordination with campus IT seeurity leadership, provides reporting about major IT
security incidents to the President, Board of Regents, CRCC and others as appropriate.

b. Chief Information Officers (CIOs) oridesignated senior IT leaders

1.

Accountablefor overall campus adherence to systemwide IT security policies, standards, and
procedures.

c. ISOs or désignatedssenior [T Security leaders

1.

2.

3.

d. CRCC

Provide day=to-day campus IT security program management and oversight in alignment with
universitytand'i€ampus policies, standards, and procedures.

Collaborate with the CISO to conduct systemwide Program reviews and IT security risk
management reporting,

Advise Organizational Units on the evaluation and management of IT security risks and
1Ssues.

Lead the preparation, approval, and maintenance of campus-specific IT security policies,
standards, and procedures. Provide implementation guidance to IT service providers and
department heads as appropriate.

Collaborate with the CISO on the systemwide IT security awareness and training program.
Additional campus IT security awareness and training requirements may be established.
Develop and maintain a campus IT security incident response process and/or policy. As
appropriate, coordinate with systemwide response processes.

In coordination with appropriate employee and student discipline groups, address non-
compliance with the Program.

The CRCC provides steering and guidance for the Program. The CRCC shall be composed of
members as defined in the CRCC charter. The CRCC shall provide systemwide IT security
oversight and guidance as defined in the charter.

e. IT resource users

1.

IT resource users shall ensure that their actions adhere to applicable university IT security
policies, standards, and procedures.
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134 2. To the extent that an individual establishes, manages, or oversees relationships with third
135 parties that provide services handling university data, they must work with procurement and
136 IT security teams to ensure third parties are required to adhere to applicable IT security

137 policies, standards, and procedures.

138

139

140 1L RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES
141

142 The IT Security Program serves as the core for the University's IT security activities and provides general guidance to
143 the users and administrators of IT resources to help ensure the confidentiality of personal information,the availability of
144 university information and IT resources, and the best practices and control activities that should be ift'place to help
145 mitigate the risks of using technology associated with the University. The related documents that support this APS
146 include:
147
148
Related documents Effective Date Compliance Datey
APS 6001 - Providing and Using Information 150
Technology 151
IT Security Controls Standard (updated to 800- 10/01/2023 10/17/2024 152
171) 153
IT Security Responsibilities (new) 154
Campus Acceptable Use Policies (links) 155
APS 6002 - Electronic Communications 156
APS 6010 - Data Governance 157
Data Classification 158
159
160
161 IV. HISTORY
162
163 Effective October 1, 2023, this APS was rewritten to establish a new format for the creation of security-related
164 standards within the University.
165
166
167
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The following sections of the prior version of APS 6005 remain in effect until they have completed
transition to other APS documents and associated standards. Once that work is complete (expected in
early 2024), these sections will be removed from this document.

IT SECURITY PROGRAM

Section 1: IT Resource User Responsibilities'-

Brief Description: Establishes /7 security requirements for all IT resource users in pretecting, University
information and IT resources.

Applies to: IT Resource Users

SECTION 1 - 1T RESOURCE USER RESPONSIBILITIES

L INTRODUCTION

This section of the IT Security Program Policy establishes the dnformation Technelogy (IT) security safeguards that
must be taken by every person using a University /7 resource orothetwise aceessing University information. Additional
safeguards may be appropriate, depending on the situation‘and its inherentwisk to University information and IT
resources.

This policy does not impose restrictions that are.contrary to theyUniversity's established culture of sharing, openness, and
trust. However, the University is committed t6 implementing the safeguards necessary to ensure the privacy of personal
information, the availability of University information and IE#esources, and the integrity of University operations.

CU has three levels of data classification. These are: Highly Confidential, Confidential, and Public. For more
information please review the University. of Colorado Process for Data Classification and System Security

Categorization.

IL. POLICY STATEMENT

A. Ttis the responsibility of'@very /7] resource user to know the University's /T security requirements and to conduct
her/his activities accordingly. [T resource users shall comply with the following requirements:

1. Protect the Privacy of Others. Users shall respect the privacy of others when handling Error! Hyperlink
reference, notwvalid. information and shall take appropriate precautions to protect that information from
unauthorized disclosure or use.

2. /ProtectuHighly Confidential or Confidential Information on Workstations and Mobile Devices. Ordinarily,
Highly Confidential information shall not be stored on workstations and mobile computing devices (laptops,
flash drives, backup disks, etc.) unless specifically justified for business purposes and adequately secured. If
Highly Confidential information is stored on a workstation or mobile computing device or transmitted to an
external network or organization, /T resource users shall encrypt or adequately protect that information from
disclosure. If Confidential information is stored on a workstation or mobile computing device or transmitted to
an external network or organization, /7 resource users shall adequately protect that information from
disclosure. In addition to encryption, adequate protections may include the use of passwords, automatic logoffs,
and secure Internet transmissions. IT Resource users are required to secure university information on

1 Section 1 — IT Resource User Responsibilities was revised effective January 1, 2014.

2 The terms private information and restricted information were changed to highly confidential information and confidential information, respectively — as of April 2014.
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216 personally owned and/or institutionally provided mobile devices in accordance with the mobile device security
217 standards. The protection of Highly Confidential or Confidential information shall be in accordance with

218 campus /T security requirements and other guidance as available from the appropriate IT service center or help
219 desk.

220

221 3. Protect Highly Confidential Data from Unauthorized Physical Access. /T resource users shall keep all
222 Highly Confidential or Confidential information out of plain sight unless in use and shall not leave such

223 information displayed when it is not needed.

224

225 4. Protect Workstations and Other Computing Devices. /T resource users are responsible forthelping to

226 maintain the security of workstations and other computing devices by striving to protect them from

227 unauthorized access and malicious software infections (e.g., viruses, worms, and spyware). Users shall consult
228 the appropriate IT service center or help desk for guidance on protecting their computing devices.

229

230 5. Protect Passwords, Identification Cards, and Other Access Devices. Passwords, tokens,identification cards,
231 and other access devices are used to authenticate the identity of individuals anhd gain aceess totniversity

232 resources. Each person is responsible for protecting the access devices assigned to/her orhim and shall not
233 share passwords or devices with others. If a password or access deviceds compromisedylost, or stolen, the
234 individual shall report this to the appropriate IT service center or help desk as soon‘as possible so that the

235 access device is not used by an unauthorized person.

236

237 6. Report Security Violations, Malfunctions, and Weaknesses. IT.zesource users shall report security related
238 events; known or suspected violations of /T security policy; and inappropriate, unethical, and illegal activities
239 involving University IT resources. Users shall followdthe reporting process applicable to their campus. If

240 unsure of the local incident reporting process, users shallicallithe appropriate IT service center or help desk.
241

242 7. Utilize University Information and IT Resources fox,Authorized Purposes Only. /7 resource users shall
243 access or otherwise utilize University information and IT\resources only for those activities they are

244 specifically authorized and in a mannegeonsistent with, University policies, federal and state laws, and other
245 applicable requirements.

246

247 1L RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES
248

249 A. Administrative Policy Statements (APS) and Other Policies

250

251 The IT Security Progfam serves as the'¢ore for the University's IT security activities and provides general

252 guidance to the computing community, on ensuring the privacy of personal information and the availability of
253 University infofmation and ITresotrces and encompasses all related IT Security requirements, including the
254 following policy sections:

255 = JTResource User Responsibilities

256 = “IT Security in Personnel Job Descriptions, Responsibilities and Training

257 = ITiSecurity in‘University Operations, Business Continuity Planning, and Contracting

258 = TT Service Provider Security

259 =

260 The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper
261 maintenanee of university property in their charge. The administrative policy "Fiscal Code of Ethics" prohibits
262 use of Wniversity property for personal gain.

263

264 The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email
265 and expectations for privacy in email communications.

266

267 System-wide Mobile Device Security Standards

268 Standards for Data classification and System security categorization

269

270 B. Other Resources (i.e. training, secondary contact information)

271

272 Educational information and resources are available on the information security website: http://www.cu.edu/ois
273

274 Return to Main Policy Page
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IT SECURITY PROGRAM

Section 2: IT Security in Personnel Job Descriptions, Responsibilities and
Training

Brief Description: Establishes requirements for incorporating employee responsibilities for /7 security into
performance management processes, as well as ensuring employees are aware of their IT
security responsibilities and are adequately trained to fulfill those responsibilities.

Applies to: Supervisors

SECTION 2 —IT SECURITY IN PERSONNEL JOB DESCRIPTIONS, RESPONSIBILITIES AND
TRAINING

L INTRODUCTION

Information technology (IT) security responsibilities are, to various degrees, part of‘all duties within the University. For
employees and job candidates it is important that the applicable /7 sectrity résponsibilities are known, documented, and
accepted as part of the terms and conditions of employment.

II. POLICY STATEMENT
A. IT Security Guidance and Support

1. Campus Information Security Officers shalljin collaberationn with the Chief Information Security Officer
(CISO), provide information and guidanceito supervisors on implementing the requirements of this policy.

2. Campus Information Security Officers shall establish.and oversee /7 security awareness and education
programs for their respective campuses.

B. Supervisor Responsibilities for IT Security

1. Supervisors shall ensure thatdll employees within their areas of authority are aware of their /7 security
responsibilities and that these,responsibilities are incorporated into employee performance management
processes andsaddressediimrecruitiment and hiring practices.

2. Supervisorsishall ensure that'employees provide a signed, written, or other documented acknowledgment of
their I7 security responsibilities as a condition of gaining access to University information and IT resources.
Where feasible;lacknowledgements should be provided prior to gaining access or as soon afterward as
reasonably possibléyPérsonnel supervising authorities shall track and/or maintain the records of employee
acknowledgements.

3. ‘Supervisars, inconsultation with the campus Information Security Officer, are encouraged to make
recommendations on the designation of positions with significant /7 security responsibilities as "security-
sensitive positions."

C. \Employee Training

L. Supervisors shall ensure that employees are adequately trained to fulfill their /7 security responsibilities.
Employees with elevated computing privileges (e.g., server support technicians, user account managers, or web
page administrators) may require additional, specialized training for carrying out their /7 security
responsibilities effectively.

2. All University employees including associates and other individuals, who require the use of University /7
resources to perform their duties, shall receive initial training and periodic refresher training relevant to their /7
security responsibilities.

3. Supervisors shall coordinate their local /T security training initiatives with the campus Information Security

Officer.
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D. Changes in Employee Duties or Employment Status

1. Supervisors shall provide timely notification to the appropriate service center or help desk when an employee's
duties or employment status changes so that access to University information and IT resources is adjusted
accordingly.

1. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES
A. Administrative Policy Statements (APS) and Other Policies

The IT Security Program serves as the core for the University's /T security activities and proyvides general
guidance to the computing community on ensuring the privacy of personal information and the availability of
University information and IT resources and encompasses all related IT Security requirements, ineludingthe
following policy sections:

= IT Resource User Responsibilities

= ]T Security in Personnel Job Descriptions, Responsibilities and Training

= IT Security in University Operations, Business Continuity Planning, and Contracting

= IT Service Provider Security

The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email and
expectations for privacy in email communications.

B. Procedures

IT Security Training Standards and Core Topics

C. Other Resources (i.e. training, secondary contactfinformation)
Educational information and resources areravailable on the information security website: http://www.cu.edu/ois

Return to Main Policy Page
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IT SECURITY PROGRAM

Section 3: IT Security in University Operations, Business Continuity

Planning, and Contracting

Brief Description: Requires IT security safeguards to be integrated into University operations, asset

Applies to:

management, contracting, business continuity planning, disaster preparedness, and
enterprise risk management processes.

Organizational Unit Directors/Chairs

SECTION 3 —IT SECURITY IN UNIVERSITY OPERATIONS, BUSINESS CONTINUITY PLANNING,
AND CONTRACTING

IL.

INTRODUCTION

University operations are organized into Organizational Units that develop and eXecute strategic and tactical plans to
carry out the University's mission and achieve its objectives. In doing so, these units‘¢ollect, store, and process
information that is essential to University operations and must be protected from unauthorized use and disclosure. To
ensure that University information is protected in a manner consistent with other strategic assets, Organizational Units
must implement Information Technology (IT) security safeguards as.a part of normal University operations.

POLICY STATEMENT

A. IT Security Guidance and Support

1.

Campus Information Security Officers shally inieollaboration with the Chief Information Security Officer
(CISO), provide information and guidanee to Organizational Units on implementing the requirements of this
policy.

B. Information Classification

Campus Information’Security Officers#hall provide security standards based on the criticality and sensitivity of
University information for their respective campuses.

Organization@l"Unit directors /‘¢hairs or their designees shall, following guidance from the campus Information
Security Officer, ensure that appropriate /7 security safeguards are in place for the University information and
IT resources under their care. The appropriateness of the safeguards shall be determined by the criticality and
sensitivity ofinformation involved, campus policies and guidance, and applicable external requirements (e.g.,
state.and'federal lawsyand industry standards).

C. Continuity of Operations

L.

Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security
Officer, shall ensure that business continuity and disaster preparedness plans include all appropriate /7 security
requirements and are reviewed, tested, and updated as needed to ensure the viability of such plans.

D. “IT Security Requirements in RFPs, Contracts, and Other Service Arrangements

1.

Organizational Unit directors / chairs or their designees shall, with guidance from the Procurement Service
Center and the Information Security Officer, ensure that Request for Proposals (RFP), contracts, or other
service arrangements include adequate safeguards so that contractors and other third parties protect University
information at a level that is equal to or greater than that required of University employees.

Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security
Officers, shall ensure that access to University information and IT resources by contractors and third parties
follows established policies and procedures.
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Risk Evaluation and Handling

1.  Organizational Unit directors / chairs or their designees shall, with guidance from the campus Information
Security Officer, evaluate risks related to the protection of University information and IT resources in their
care. Organizational Unit directors / chairs or their designees shall forward issues of risk to campus authorities
with appropriate jurisdiction over those affected by the risks.

I1I. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES

A. Administrative Policy Statements (APS) and Other Policies

The IT Security Program serves as the core for the University's /T security activities and pfovides general
guidance to the computing community on ensuring the privacy of personal information and the availability of
University information and IT resources and encompasses all related IT Security requirements, including the
following policy sections:

IT Resource User Responsibilities

IT Security in Personnel Job Descriptions, Responsibilities and Training

IT Security in University Operations, Business Continuity Planning, and Contracting
IT Service Provider Security

The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper
maintenance of university property in their charge.

B. Other Resources (i.e. training, secondary contact information)

Educational information and resources are available,on the Office,of Information Security website.

Return to Main Policy Page
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IT SECURITY PROGRAM

Section 4: IT Service Provider Security

Brief Description: Requires that IT service providers (e.g., server and workstation support, programmers,

webmasters, user account administrators) incorporate /7 security safeguards into the IT
services and products provided to the University community.

Applies to: IT Service Providers

SECTION 4 - IT SERVICE PROVIDER SECURITY

I1.

INTRODUCTION

This section of the IT Security Program Policy sets forth the Information Technology (IT) security safeguards that must
be taken by every IT service provider. These safeguards are necessary to protect.University information from
inappropriate access, disclosure and misuse; provide assurances that information resoutees are available as needed for
University business; and comply with applicable policies, laws, regulations, rulesygrants; and ¢ontracts. Campus
Information Security Officers may require additional safeguards so as to address campus specific risks or compliance
requirements.

POLICY STATEMENT

A. IT Security Oversight and Guidance

C.

Campus Information Security Officers in collaboration'withithe Chief Information Security Officer (CISO) shall
provide guidance and information as needed to /7. service providers on implementing the requirements of this
policy. IT service providers shall be awarte thatipurchases of IT goods and services may be subject to a security
review by the campus Information Security Qfficer oradesignated campus authority.

Organizational Unit directors / chairs shall be aware of their responsibilities, as described by IT Security in
University Operations, Continuity;;and Contracting, to ensure that adequate safeguards are implemented for the /T
resources under their control.

Life Cycle Management

Campus /7 service providers shalliensure that IT security controls are appropriately implemented and managed
throughout the life,of the I resources under their responsibility. This is to ensure that security is addressed in the
design and purchaseiof new|systems, implementation of new or modified systems, maintenance of existing systems,
and removal‘from serviee,of end-of-life systems.

IT Resource Security Management

Providinglan [T service is a complex undertaking that requires continuous monitoring, maintenance, and system
management to ensure that University information is adequately protected as it is processed, stored, and transmitted.
Therefore, IT service providers shall implement the following controls where appropriate for the /7 resources under
their responsibility:

1.% System and application security management. /7 resources shall be maintained according to industry and
vendor best practices to ensure that system and application updates, vulnerability fixes, security patches, and
other modifications are applied in a timely fashion. Where applicable these practices shall include vulnerability
management, system/application hardening, and security testing.

2. Malicious activity protection. IT resources that transmit or receive information on a University-managed

network shall be adequately protected from malicious activities, such as viruses, worms, and denial of service
attacks.

11
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Data backup and recovery. University information shall be backed up and retained as appropriate for business
needs, retention schedules, and legal requirements as provided by law or related university policy. Data
backups shall be tested where appropriate to ensure the effective recovery of information.

Media handling and storage. Electronic storage media (e.g., CD-ROMs, memory sticks, disk drives, tapes,
cartridges, etc.) shall be appropriately protected from loss and unauthorized access. All media containing
Highly Confidential and Confidential information shall be stored in a secure location and adequately protected
with a safeguard that restricts access to authorized personnel only. In addition, Highly Confidential information
stored on portable electronic media shall be encrypted or otherwise adequately protected based on security
standards and guidance from the campus Information Security Officers.

Disposal of electronic equipment and media. Computing and network equipment and storage mediajshall be
purged of all University information so that information is not recoverable, or destroyed beforesdisposal or
release from University control to a third party. In the rare event the information is‘nog,purged prior to release
or the device destroyed prior to disposal, the IT service provider shall acquire confirmation, fromythe contracted
third party that the information is properly purged. For equipment and media‘thatiis to be zédeployed within the
University, the IT service provider shall purge all information not authorized for access by the receiving
person(s) prior to redeployment.

D. Access Management

Although students, faculty, and staff require access to Universitpuinformation resources for academic and business
purposes, this access must be limited to what is needed for his/her work. Use of resources beyond that which is
authorized results in unnecessary risks to University information, with no corresponding academic or business value.

1.

User access management. /T service providers shall manageusetiaceess to the I7 resources under their
responsibility, so that such access is appropgiately. authorized, documented, and limited to that which is needed
to perform authorized tasks. Because a user's responsibilitiesand relationships with the University change over
time, IT service providers shall ensure.that user accessiprivileges are regularly reviewed and adjusted to comply
with currently authorized activities.

IT resource access controls. [Tsservice providers shall ensure that /T resources under their responsibility
(developed, purchased or otherwisc used to handle University information) have adequate features and controls
to support the proper management of user access as described in section II.D.1.

Network security ¢ontrols:dd serviceyproviders shall ensure that electronic access to and use of the campus data
networks under their responsibilityds adequately controlled to protect data network equipment and other
networked /7 resources.

E. Physical andiEnvironmental Security

University data centers and /7 resources shall be sufficiently protected from physical and environmental threats to
prevent the less, damage, or compromise of assets, and interruption to business activities.

I.

Data centers, Data center owners, managers, or their designees shall, following guidance from the campus
Information Security Officer, ensure that data center facilities under their responsibility have adequate physical
secutity safeguards. These safeguards may include: physical barriers (e.g., walls, gates, locked doors), access
controls (e.g., identification cards, visitor escorts and logs, facility/equipment repair records), environmental
controls and protections (e.g., uninterruptible power supplies, generators, temperature and humidity systems,
fire suppression units).

IT resources. IT service providers shall ensure that all IT resources under their responsibility have adequate
physical security safeguards. While the value of these /T resources may not rise to that found in a data center,
the physical protections normally afforded to IT resources within a data center should be employed where
reasonable and appropriate.
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562 F. Incident Detection and Reporting

563

564 IT service providers shall monitor for and report security breaches or other significant security events involving the
565 IT resources under their control, following guidance from the campus Information Security Officer.

566

567 IIL RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES

568

569 A. Administrative Policy Statements (APS) and Other Policies

570

571 The IT Security Program serves as the core for the University's I7 security activities and providesgeneral guidance
572 to the computing community on ensuring the privacy of personal information and the availability of Gniversity
573 information and IT resources and encompasses all related IT Security requirements, including the following policy
574 sections:

575 = IT Resource User Responsibilities

576 = IT Security in Personnel Job Descriptions, Responsibilities and Training

577 = IT Security in University Operations, Business Continuity Planning, and Contracting

578 = IT Service Provider Security

579

580 The Laws of the Regents, section 14.A.4 states that employees shall be respensible for the safckeeping and proper
581 maintenance of university property in their charge.

582

583 B. Other Resources (i.e. training, secondary contact information)

584

585 Educational information and resources are available on the,Office of Information Security website.

586

587 Return to Main Policy Page
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588
589

ADMINISTRATIVE POLICY STATEMENT

590

591  Policy Title: IT Security Program Policy

592  APS Number: 6005 APS Functional Area: Informati

593

594 Brief Description: The IT Security Program serves as the core for the University'

595 activities and provides general-guidanece-to-the-computing-cdrm

596 orivacy-of personal-information-and-the-availab h, Ay

597 reseureesrequirements to users and administrators of Ources

598 and risk standards. These standards help ensure infgrm IS’secured appropriately, the
599 university information and IT resources are avai d'Wocument the best practices and
600 control activities that help mitigate the UnivesSi c ogy risks. This Administrative
601 Policy Statement encompasses all IT Securi atMequirements as outlined in the
602 foHewingpeliey-seetionsnoted security, sta

603
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2

1 R U Responsibilities 442014 12014 1T-Resource-Users 6
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615
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requirements for the users and administrators of IT resources to mitigate risk involving the confidentiality, integrity and
availability of University data and IT systems.
NOTE: Several sections of the prior version of APS 6005 will remain in effect until they have completed

transition to other APS documents and associated standards. Once that work is complete (expected in early
2024), these sections will be removed from this document. These sections can be found at the bottom of this
document.

Those sections include:

IT Resource User Responsibilities &
IT Security in Personnel Job Descriptions, Responsibilities and Training §

IT Security in University Operations, Business Continuity Planning, and Contracting

IT Service Provider Security &
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IT SECURITY PROGRAM

Policy Overview: IT Security Program

| INTRODUCTION
This Administrative Policy Statement (APS) is the parent policy for the Uuniversitys Information Technol ‘

the core for the U Huniversnys IT security activmes and prowdes general gwdance to the users and adniit \‘h C
, onal-ifffgh 3

avaHabiity-ef-University information and IT resources.

More specifically, this policy assigns responsibilities for the oversight and day-to-day m ag%t the Program.
These fundamental responsibilities are essential to ensuﬂﬂgtensure thatthe ‘Program p timely and effective
guidance to the users and administrators of IT resourcesdai et face of almost

continuous change. The effectiveness of this gwdance reqwres that the Programde frequ rewewed and

. POLICY STATEMENT Q)
A. The goals of the Universi (‘I&(ity Program overall are as follows:

-\ L-,',. idents-are prompth/detected

% Identify the IT security roles and responsibilities of the Chief Information Security Officer, the Information

Security Officer or designated campus IT security authority, and the Cyber Risk and Compliance Committee.

Q 2. Codify standards to mitigate IT security risks related to data and IT resources used across the university.
3. Ensure members of the university community are aware of the University requirements for managing security
risks related to university information and IT resources.

B. The following principles shall be followed in implementing the University IT Security Program:

1. Each campus and System Administration shall adopt the Program and may create campus- specmc poI|C|es
standards, and proceduresaH-a 2
Program-elements to meet special campus needs, |f they do not conﬂict W|th the requwements in the Program.
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MRnsk management method

Frreseurees—Risk-management-decisions shaII be made by appropnate authorities W|th Junsdlctlon over those
areas affected by the risks.

University information shall be adeguatelyprotectedsubject to the Program regardless of the information's

physical location, the nature of the device or media upon which it is stored, or the persons in possession or
control of the information.

C. Roles and Responsibilities for the University IT Security Program. &
. O 'gr

The Program shall be managed and monitored collaboratively by the Chief Information Securi

(C1S0), campus Information Security Officers (1ISOs), CRCCSecurity-Advisory-Commi ._.“\)~ and other
Yuniversity representatives as appropriate. Program management respon5|b|I|t|es are as*follow
CISO(Ghtef—LntetmaHon%eeemW—@fﬂeee ‘
Provides day-to-day management for the systemwide elements, of the am. Reviews and
reports on Program status, at least annually effeetiveness-to the Boardwof Reents President,
Chancellors, IT Governance Executive Commlttee and C S appropria
In cooperation with the SACCRCC, provide-security-advi ste the PreS|dent
Chancellors, and 1SOs eampustrformation-Securit-Officers| accordance with Program
goals and requirements. \
Oversee the development and maintenance of Administrative Policy-Statemen procedural

statements and standards for 1T security and‘adVises gampus-Information-Se

OfficersISOs on the alignment of campus™T sec pokiciesprocedures with Aadmlnlstratlve
Policy-Statementsstandards.

Oversees the development and mante\q Of IT security compliance testing and reporting
to help monltor effectiveness ant adhe(en  to the administrative standards for IT security.

Provide-g idanece-to mop akroVeaa 0 a h O a on manacdement nrocesse a

Develops and managdes

es for tracklnq and reporting IT secunty risks at a systemwide
k Manaqement Prowdes recommendations based on I’ISk

e forIT securlty training and awareness for all university employees, as

ce providers, and provides a method for tracklnq compliance. WhentF

o) .Al‘n. a) m alfa aala a) aad invactin ala ng ---. -”-.-ee

“‘W’ a H a H —ead y ga a 80 a
epndttothe Presiden hancallg an A nd-othe .eee.

N 1 [ [

7. \Provides’coordination assistance via the Data Exposure Process when IT security events span

Ie campus IT security programs.

security incidents to the President, Board of Regents, CRCC and others as appropriate.
nformation Officer (C10O)_or designated senior IT leaders

Accountable for overaII campus adherence to systemW|de IT security poI|C|es standards and
Qrocedures y 3

Provide day-to- day campus IT security Pprogram management and oversight in alignment

with unlversny and campus poI|C|es standards and proceduresfor—then—eampus—adwse



https://www.cu.edu/ope/forms/feedback

741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798

FEEDBACK

2. Organizational- U valuating o-Uniy v Hrformation-and C
Collaborate with the CISO to conduct systemwide Program reviews and with-1T security risk
management reportlng

3. v
peheres—ppeeedares—anérgmdelmesasapprepna{e Adwse Orqanlzatlonal Unlts on the
evaluation and management of IT security risks and issues.

4. Lead the preparation, approval, and maintenance of campus-specific IT security policies,
standards, and procedures. Provide i mglementatlon gmdance emmplemen{aaento IT service
providers and department heads
guidelines as appropriate.

5. Collaborate with the CISO on the systemwide IT security awareness and trainilg }(o D2
Additional campus IT security awareness and training requirements mav be \
establishedEstablish-and-manage-an ecukity-awareness-and-educa ,‘* S

esod e-Hyse .‘===~=‘=-=.“=e=.'.=‘. -‘ CARTAT
. ; i o

6. Develop and maintain a campus WhenIT security incidents re : eess and/or policy.
affeeteaemgleeampus,—lead—nwesﬂgaﬂensAs aggrognat coordi ate \ ith s ystemW|d
response processesand- i y ST S > am
uRHs-CISO-Legal-and-others-as-appropriate.

7. _In coordination with appropriate employee and stu is e groups, address non-
compliance with the Program.

he-SAC-provides-oversight-of-and-supportforthe ~@é.A-,'==. e omposea-oHmembe
anrasenting ass-section-of the Unive omBaun it Sy a anpointed-byv-the

rovides steering and guidance for the Program. The CRCC shall be composed of
‘ined in the CRCC charter. The CRCC shall provide systemwide IT security
na quidance as defined in the charter.

ce users shall ensure that their actions adhere to applicable university IT security
s, standards, and procedures.
o the extent that an individual establishes, manages, or oversees relationships with third

Barties that provide services handling university data, they must work with procurement and
IT security teams to ensure third parties are required to adhere to applicable IT security
policies, standards, and procedures.
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delegated decision-making authority regarding the data- Data steWWarii THay Fepresent cata trustees in
Bo discussions;-architectural-discussions-or-in-de =-=-.."-=‘=--1 D g 2
participate-in-processes-that-establish-business-context-ang Q'NA inition-for-data-elemen D
Data-Use ny-person-or-party-that- utilizes-unive Q,“ to-perform-his-or-herjob-responsibilitie
o-the-degree-that-a-data-user-creates-university-ddta-andioreontrols-the-dispesition-of-university-data;

D Anv-exceptionsto-this-bo M “.::‘,‘:‘.," _RLe

A\

V.

RELATED POLICIES, PROCEDURES, FO%\ L IDELINES AND OTHER RESOURCES
n

The IT Security Program serves as the core iversity's IT security activities and provides general guidance to
the users and administrators of IT resqur&s to p ensure the confidentiality of personal information, the availability of
university information and IT reso anthtie best practices and control activities that should be in place to help
mitigate the risks of using technology a ‘ciated with the University. The related documents that support this APS
include:

m cuments Effective Date Compliance Dg&_
839
240
10/01/2023 10/1/2024 841
842
843
Qg,‘n‘ﬂ \cceptable Use Policies (links) 844
i\g 6002 - Electronic Communications 845
L ARS'6010 - Data Governance 846
wData Classification 847
848

HISTORY

Effective October 1, 2023, this APS was rewritten to establish a new format for the creation of security-related
standards within the University.
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The following sections of the prior version of APS 6005 remain in effect until they have completed

transition to other APS documents and associated standards. Once that work is complete (expected in

early 2024), these sections will be removed from this document.

IT SECURITY PROGRAM

Section 1: IT Resource User Responsibilities!?

Brief Description: Establishes IT security requirements for all IT resource users in protecting ‘Wniversity

Applies to:

information and IT resources.

IT Resource Users

SECTION 1-IT RESOURCE USER RESPONSIBILITIES

INTRODUCTION

This section of the IT Security Program Policy establishes the Information,Technology (IT) security safeguards that
must be taken by every person using a University IT resource or otherwise aecessing University information. Additional
safeguards may be appropriate, depending on the situation and its‘inherent risk to University information and IT
resources.

This policy does not impose restrictions that are contrary, te,the University's established culture of sharing, openness, and
trust. However, the University is committed to implementing‘the safeguards necessary to ensure the privacy of personal
information, the availability of University informationsand I Tyresources, and the integrity of University operations.

CU has three levels of data classification. These‘arexHighly Confidential, Confidential, and Public. For more
information, please review the University.of\Colerado Process for Data Classification and System Security

Categorization.

POLICY STATEMENT

A. ltis the responsibility of every\l T*fesource user to know the University's IT security requirements and to conduct
her/his activities accordingly» I resource users shall comply with the following requirements:

1.

Protect the Privacy of Others. Users shall respect the privacy of others when handling Highly Confidential
informatien and shall take appropriate precautions to protect that information from unauthorized disclosure or
use.

Protect Highly Confidential or Confidential Information on Workstations and Mobile Devices. Ordinarily,
Highly Confidential information shall not be stored on workstations and mobile computing devices (laptops,
flash drives, backup disks, etc.) unless specifically justified for business purposes and adequately secured. If
Highly Confidential information is stored on a workstation or mobile computing device or transmitted to an
external network or organization, IT resource users shall encrypt or adequately protect that information from
disclosure. If Confidential information is stored on a workstation or mobile computing device or transmitted to
an external network or organization, IT resource users shall adequately protect that information from
disclosure. In addition to encryption, adequate protections may include the use of passwords, automatic logoffs,
and secure Internet transmissions. 1T Resource users are required to secure university information on
personally owned and/or institutionally provided mobile devices in accordance with the mobile device security

1 Section 1 — IT Resource User Responsibilities was revised effective January 1, 2014.

2 The terms private information and restricted information were changed to highly confidential information and confidential information, respectively — as of April 2014.
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standards. The protection of Highly Confidential or Confidential information shall be in accordance with
campus IT security requirements and other guidance as available from the appropriate IT service center or help
desk.

Protect Highly Confidential Data from Unauthorized Physical Access. IT resource users shall keep all
Highly Confidential or Confidential information out of plain sight unless in use and shall not leave such
information displayed when it is not needed.

Protect Workstations and Other Computing Devices. IT resource users are responsible for helping'to
maintain the security of workstations and other computing devices by striving to protect them from
unauthorized access and malicious software infections (e.g., viruses, worms, and spyware). Usersshallieonsult
the appropriate IT service center or help desk for guidance on protecting their computing deviges.

Protect Passwords, Identification Cards, and Other Access Devices. Passwords, identification cards, and
other access devices are used to authenticate the identity of individuals and gain accessto University resources.
Each person is responsible for protecting the access devices assigned to her or him andshalisnot share
passwords or devices with others. If a password or access device is compromiséd, lost, or stolen, the individual
shall report this to the appropriate IT service center or help desk as soon as possible, so that the access device is
not used by an unauthorized person.

Report Security Violations, Malfunctions, and Weaknesses. 1T resouree‘users shall report security related
events; known or suspected violations of IT security policy; and inappropriate, unethical, and illegal activities
involving University IT resources. Users shall follow the reporting process applicable to their campus. If
unsure of the local incident reporting process, users shall call the appropriate IT service center or help desk.

Utilize University Information and IT Resources for Authorized Purposes Only. IT resource users shall
access or otherwise utilize University informatiopfandsT, resources only for those activities they are
specifically authorized and in a manner consistent'with University policies, federal and state laws, and other
applicable requirements.

RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES

A. Administrative Policy Statements (APS)\and\Other Policies

The IT Security Program serves\as thescore for the University's IT security activities and provides general
guidance to the computing‘community on ensuring the privacy of personal information and the availability of
University information and, I, resources and encompasses all related IT Security requirements, including the
following policy segtions:

IT Resource UserdResponsibilities

IT Security in_Personnel Job Descriptions, Responsibilities and Training

ITsSecurity in University Operations, Business Continuity Planning, and Contracting

IT Service Provider Security

The-Lawsofithe Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper
maintenance of university property in their charge. The administrative policy "Fiscal Code of Ethics" prohibits
use of.University property for personal gain.

The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email
and expectations for privacy in email communications.

System-wide Mobile Device Security Standards
Standards for Data classification and System security categorization[Lm1]

B. Other Resources (i.e. training, secondary contact information)

Educational information and resources are available on the information security website: http://www.cu.edu/ois

Return to Main Policy Page

10


https://www.cu.edu/ope/forms/feedback
https://www.cu.edu/sites/default/files/StandardsforMobiledevices_0.doc
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/ope/aps/4016
https://www.cu.edu/ope/aps/6002
https://www.cu.edu/sites/default/files/StandardsforMobiledevices_0.doc
http://www.cusys.edu/itsecurity/docs/CUdataclassification.docx

EEEEEEEE


https://www.cu.edu/ope/forms/feedback

1038

1039

1040
1041

1042
1043
1044
1045
1046

1047
1048
1049
1050
1051
1052
1053
1054
1055
1056
1057
1058
1059
1060
1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091

FEEDBACK

IT SECURITY PROGRAM
Section 2: IT Security in Personnel Job Descriptions, Responsibilities and
Training
Brief Description: Establishes requirements for incorporating employee responsibilities for IT security into

performance management processes, as well as ensuring employees are aware of their IT
security responsibilities and are adequately trained to fulfill those responsibilities.

Applies to: Supervisors

SECTION 2 —IT SECURITY IN PERSONNEL JOB DESCRIPTIONS, RESPONSIBJLITHNES AND
TRAINING

I INTRODUCTION

Information technology (IT) security responsibilities are, to various degrees, partiof allduties within the University. For
employees and job candidates it is important that the applicable IT security responsihilities are known, documented, and
accepted as part of the terms and conditions of employment.

Il. POLICY STATEMENT
A. IT Security Guidance and Support

1. Campus Information Security Officers shall, in.collaboration with the Chief Information Security Officer
(CI1S0), provide information and guidance to supervisors on implementing the requirements of this policy.

2. Campus Information Security Officers shall establish and oversee IT security awareness and education
programs for their respective campuses:

B. Supervisor Responsibilities for IT Security

1. Supervisors shall ensure that all emplayees within their areas of authority are aware of their IT security
responsibilities and that these responsibilities are incorporated into employee performance management
processes and addresséd, in recruitment and hiring practices.

2. Supervisors shall ensure that€mployees provide a signed, written, or other documented acknowledgment of
their IT security responsibilities as a condition of gaining access to University information and IT resources.
Where feasible, acknowledgements should be provided prior to gaining access or as soon afterward as
reasonably.possible. Personnel supervising authorities shall track and/or maintain the records of employee
acknowledgements.

3. Supervisersyin consultation with the campus Information Security Officer, are encouraged to make
recommendations on the designation of positions with significant IT security responsibilities as "security-
sensitive/positions."

C( Employee Training

1= Supervisors shall ensure that employees are adequately trained to fulfill their IT security responsibilities.
Employees with elevated computing privileges (e.g., server support technicians, user account managers, or web
page administrators) may require additional, specialized training for carrying out their IT security
responsibilities effectively.

2. All University employees including associates and other individuals, who require the use of University IT
resources to perform their duties, shall receive initial training and periodic refresher training relevant to their IT
security responsibilities.

3. Supervisors shall coordinate their local IT security training initiatives with the campus Information Security
Officer.
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D. Changes in Employee Duties or Employment Status

1. Supervisors shall provide timely notification to the appropriate service center or help desk when an employee's
duties or employment status changes so that access to University information and IT resources is adjusted
accordingly.

1. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES
A. Administrative Policy Statements (APS) and Other Policies

The IT Security Program serves as the core for the University's IT security activities and provides general
guidance to the computing community on ensuring the privacy of personal information and theavailability of
University information and IT resources and encompasses all related IT Security requirementsyineluding the
following policy sections:

IT Resource User Responsibilities

IT Security in Personnel Job Descriptions, Responsibilities and Training

IT Security in University Operations, Business Continuity Planning,"and Contracting

IT Service Provider Security

The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email and
expectations for privacy in email communications.

B. Procedures

IT Security Training Standards and Core Topics

C. Other Resources (i.e. training, secondary contact information)
Educational information and resources are available on the information security website: http://www.cu.edu/ois

Return to Main Policy Page
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IT SECURITY PROGRAM

Section 3: IT Security in University Operations, Business Continuity

Planning, and Contracting

Brief Description: Requires IT security safeguards to be integrated into University operations, asset

Applies to:

management, contracting, business continuity planning, disaster preparedness, and
enterprise risk management processes.

Organizational Unit Directors/Chairs

SECTION 3 - IT SECURITY IN UNIVERSITY OPERATIONS, BUSINESS CONTINUITY'RCANNING,
AND CONTRACTING

INTRODUCTION

University operations are organized into Organizational Units that develop and execute Strategic and tactical plans to
carry out the University's mission and achieve its objectives. In doing so, these units'collect, store, and process
information that is essential to University operations and must be protected,from\unauthorized use and disclosure. To
ensure that University information is protected in a manner consistent with)other strategic assets, Organizational Units
must implement Information Technology (IT) security safeguards asva part,ofsnormal University operations.

POLICY STATEMENT

A.

IT Security Guidance and Support

1. Campus Information Security Officers shall, in eallaboration with the Chief Information Security Officer
(CIS0), provide information and guidance te Organizational Units on implementing the requirements of this

policy.
Information Classification

1. Campus Information Security Officers shall provide security standards based on the criticality and sensitivity of
University informationfontheir respective campuses.

2. Organizational Unit directors/ chairs or their designees shall, following guidance from the campus Information
Security Officer, 'ensure that appropriate IT security safeguards are in place for the University information and
IT resources undertheir care. The appropriateness of the safeguards shall be determined by the criticality and
sensitivity=ef infarmation involved, campus policies and guidance, and applicable external requirements (e.g.,
state and federal laws, and industry standards).

Continuity=0f\Qperations

1., 'Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security
Officer, shall ensure that business continuity and disaster preparedness plans include all appropriate IT security
requirements and are reviewed, tested, and updated as needed to ensure the viability of such plans.

IT Security Requirements in RFPs, Contracts, and Other Service Arrangements

1. Organizational Unit directors / chairs or their designees shall, with guidance from the Procurement Service
Center and the Information Security Officer, ensure that Request for Proposals (RFP), contracts, or other
service arrangements include adequate safeguards so that contractors and other third parties protect University
information at a level that is equal to or greater than that required of University employees.

2. Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security
Officers, shall ensure that access to University information and IT resources by contractors and third parties
follows established policies and procedures.
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1181 E. Risk Evaluation and Handling

1182

1183 1. Organizational Unit directors / chairs or their designees shall, with guidance from the campus Information
1184 Security Officer, evaluate risks related to the protection of University information and IT resources in their
1185 care. Organizational Unit directors / chairs or their designees shall forward issues of risk to campus authorities
1186 with appropriate jurisdiction over those affected by the risks.

1187

1188 Il RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES

1189

1190 A. Administrative Policy Statements (APS) and Other Policies

1191

1192 The IT Security Program serves as the core for the University's IT security activities and provides.general
1193 guidance to the computing community on ensuring the privacy of personal information and thexavailahility of
1194 University information and IT resources and encompasses all related IT Security requirementsyineluding the
1195 following policy sections:

1196 IT Resource User Responsibilities

1197 IT Security in Personnel Job Descriptions, Responsibilities and Training

1198 IT Security in University Operations, Business Continuity Planning,‘and Contracting

1199 IT Service Provider Security

1200

1201 The Laws of the Regents, section 14.A.4 states that employees shall be‘tespansible for the safekeeping and proper
1202 maintenance of university property in their charge.

1203

1204 B. Other Resources (i.e. training, secondary contact information)

1205

1206 Educational information and resources are available onsthe \Office of Information Security[[l_MZ] website.
1207

1208 Return to Main Policy Page

1209

1210
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IT SECURITY PROGRAM

Section 4: IT Service Provider Security

Brief Description: Requires that IT service providers (e.g., server and workstation support, programmers,

webmasters, user account administrators) incorporate IT security safeguards into the IT
services and products provided to the University community.

Applies to: IT Service Providers

SECTION 4 - IT SERVICE PROVIDER SECURITY

INTRODUCTION

This section of the IT Security Program Policy sets forth the Information Technology (1) security safeguards that must
be taken by every IT service provider. These safeguards are necessary to protect University/information from
inappropriate access, disclosure and misuse; provide assurances that information resourees.are’available as needed for
University business; and comply with applicable policies, laws, regulations, rules, grantsyand contracts. Campus
Information Security Officers may require additional safeguards so as to address eampus specific risks or compliance
requirements.

POLICY STATEMENT

A.

IT Security Oversight and Guidance

Campus Information Security Officers in collaboration,with the Chief Information Security Officer (CISO) shall
provide guidance and information as needed to IT service providers on implementing the requirements of this
policy. IT service providers shall be aware that purchases of IT goods and services may be subject to a security
review by the campus Information Security,Officeror a designated campus authority.

Organizational Unit directors / chairs.Shall’beaware of their responsibilities, as described by IT Security in
University Operations, Continuity, and Contracting, to ensure that adequate safeguards are implemented for the IT
resources under their control.

Life Cycle Management

Campus IT service providers,shall ensure that IT security controls are appropriately implemented and managed
throughout the life_ofithe 1T resources under their responsibility. This is to ensure that security is addressed in the
design and purchasevof new systems, implementation of new or modified systems, maintenance of existing systems,
and removal fromiservice of end-of-life systems.

IT Resource Security Management

Rrowiding an IT service is a complex undertaking that requires continuous monitoring, maintenance, and system
management to ensure that University information is adequately protected as it is processed, stored, and transmitted.
Therefore, IT service providers shall implement the following controls where appropriate for the IT resources under
their responsibility:

1. System and application security management. IT resources shall be maintained according to industry and
vendor best practices to ensure that system and application updates, vulnerability fixes, security patches, and
other modifications are applied in a timely fashion. Where applicable these practices shall include vulnerability
management, system/application hardening, and security testing.

2. Malicious activity protection. IT resources that transmit or receive information on a University-managed

network shall be adequately protected from malicious activities, such as viruses, worms, and denial of service
attacks.
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Data backup and recovery. University information shall be backed up and retained as appropriate for business
needs, retention schedules, and legal requirements as provided by law or related university policy. Data
backups shall be tested where appropriate to ensure the effective recovery of information.

Media handling and storage. Electronic storage media (e.g., CD-ROMs, memory sticks, disk drives, tapes,
cartridges, etc.) shall be appropriately protected from loss and unauthorized access. All media containing
Highly Confidential and Confidential information shall be stored in a secure location and adequately protected
with a safeguard that restricts access to authorized personnel only. In addition, Highly Confidential information
stored on portable electronic media shall be encrypted or otherwise adequately protected based on segurity
standards and guidance from the campus Information Security Officers.

Disposal of electronic equipment and media. Computing and network equipment and storagemedia‘shall be
purged of all University information so that information is not recoverable, or destroyed before‘disposal or
release from University control to a third party. In the rare event the information is notgurged prior to release
or the device destroyed prior to disposal, the IT service provider shall acquire configmation from the contracted
third party that the information is properly purged. For equipment and media that is teoe redeployed within the
University, the IT service provider shall purge all information not authorized for,access*hy the receiving
person(s) prior to redeployment.

D. Access Management

Although students, faculty, and staff require access to University information, resources for academic and business
purposes, this access must be limited to what is needed for his/her work. Wse of resources beyond that which is
authorized results in unnecessary risks to University informationwith'no‘eorresponding academic or business value.

1

User access management. IT service providers shallgnanage ‘user access to the IT resources under their
responsibility, so that such access is appropriately’authoerized; documented, and limited to that which is needed
to perform authorized tasks. Because a user's responsibilities and relationships with the University change over
time, IT service providers shall ensure that user aceesssprivileges are regularly reviewed and adjusted to comply
with currently authorized activities.

IT resource access controls. IT service providers shall ensure that IT resources under their responsibility
(developed, purchased or otherwise‘usechto handle University information) have adequate features and controls
to support the proper management of user access as described in section 11.D.1.

Network security controls. IT service providers shall ensure that electronic access to and use of the campus data
networks under their responsibility is adequately controlled to protect data network equipment and other
networked IT resources.

E. Physical and Environmental Security

Universitysdata,centers and IT resources shall be sufficiently protected from physical and environmental threats to
preventthelass, damage, or compromise of assets, and interruption to business activities.

1

Data‘centers. Data center owners, managers, or their designees shall, following guidance from the campus
Infermation Security Officer, ensure that data center facilities under their responsibility have adequate physical
security safeguards. These safeguards may include: physical barriers (e.g., walls, gates, locked doors), access
controls (e.g., identification cards, visitor escorts and logs, facility/equipment repair records), environmental
controls and protections (e.g., uninterruptible power supplies, generators, temperature and humidity systems,
fire suppression units).

IT resources. IT service providers shall ensure that all IT resources under their responsibility have adequate
physical security safeguards. While the value of these IT resources may not rise to that found in a data center,
the physical protections normally afforded to IT resources within a data center should be employed where
reasonable and appropriate.

F. Incident Detection and Reporting

18


https://www.cu.edu/ope/forms/feedback

FEEDBACK

1325 IT service providers shall monitor for and report security breaches or other significant security events involving the
1326 IT resources under their control, following guidance from the campus Information Security Officer.

1327

1328 III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES

1329

1330 A. Administrative Policy Statements (APS) and Other Policies

1331

1332 The IT Security Program serves as the core for the University's IT security activities and provides general guidance
1333 to the computing community on ensuring the privacy of personal information and the availability of University
1334 information and IT resources and encompasses all related IT Security requirements, including the following policy
1335 sections:

1336 IT Resource User Responsibilities

1337 IT Security in Personnel Job Descriptions, Responsibilities and Training

1338 IT Security in University Operations, Business Continuity Planning, and Comntracting

1339 IT Service Provider Security

1340

1341 The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper
1342 maintenance of university property in their charge.

1343

1344 B. Other Resources (i.e. training, secondary contact information)

1345

1346 Educational information and resources are available on the Office of Infopmation Security website.

1347

1348 Return to Main Policy Page

1349

1350
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