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ADMINISTRATIVE POLICY STATEMENT 
 

 3 

Policy Title:  IT Security Program Policy 4 

APS Number: 6005       APS Functional Area: Information Technology 5 
 6 

Brief Description:  The IT Security Program serves as the core for the University's IT security and risk 7 
activities and provides requirements to users and administrators of IT resources via the 8 
noted security and risk standards.  These standards help ensure information is secured 9 
appropriately, the university information and IT resources are available, and document the 10 
best practices and control activities that help mitigate the University technology risks.  This 11 
Administrative Policy Statement encompasses all IT Security-related requirements as 12 
outlined in the noted security standards. 13 

 14 
Effective:   October 1, 2023 (Pending) 15 
Approved by:   President Todd Saliman (Pending) 16 
Responsible University Officer: Chief Information Security Officer 17 
Responsible Office:  Office of Information Security 18 
Policy Contact: security@cu.edu  19 
Supersedes: IT Security Program Policy-January 7, 2010  20 
 21 
Last Reviewed/Updated: October 1, 2023 (Pending) 22 
Applies to: Universitywide or as specifically defined by each policy section. 23 

 24 
Reason for Policy:  Defines roles, responsibilities and requirements for the users and administrators of IT resources to mitigate 25 
risk involving the confidentiality, integrity and availability of university data and IT systems. 26 

 27 
 28 
NOTE:  Several sections of the prior version of APS 6005 will remain in effect until they have completed 29 
transition to other APS documents and associated standards. Once that work is complete (expected in early 30 
2024), these sections will be removed from this document.  These sections can be found at the bottom of this 31 
document. 32 
 33 
Those sections include: 34 
 IT Resource User Responsibilities 35 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 36 
 IT Security in University Operations, Business Continuity Planning, and Contracting 37 
 IT Service Provider Security 38 
  39 
  40 
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 41 

 42 

IT SECURITY PROGRAM 43 

Policy Overview:  IT Security Program 44 

 45 
I. INTRODUCTION 46 

 47 
This Administrative Policy Statement (APS) is the parent policy for the university’s Information Technology (IT) security 48 
standard suite, which defines and establishes the IT Security Program (Program). The Program serves as the core for the 49 
university’s IT security activities and provides general guidance to the users and administrators of IT resources to help mitigate 50 
the risks to university information and IT resources.   51 

 52 
More specifically, this policy assigns responsibilities for the oversight and day-to-day management of the Program. These 53 
fundamental responsibilities are essential to ensure the Program provides timely and effective guidance to the users and 54 
administrators of IT resources in the face of almost continuous change. The effectiveness of this guidance requires that the 55 
Program be frequently reviewed and adapted to fit the evolving needs of the University and its stakeholders.  56 

 57 
II. POLICY STATEMENT 58 
 59 

A. The goals of the University IT Security Program overall are as follows: 60 
 61 

1. Identify the IT security roles and responsibilities of the Chief Information Security Officer, the Information 62 
Security Officer or designated campus IT security authority, and the Cyber Risk and Compliance Committee 63 
(CRCC).   64 

2. Codify standards to mitigate IT security risks related to data and IT resources used across the university. 65 
3. Ensure members of the university community are aware of the university requirements for managing security 66 

risks related to university information and IT resources. 67 
 68 

B. The following principles shall be followed in implementing the University IT Security Program: 69 
 70 

1. Each campus and System Administration shall adopt the Program and may create campus-specific policies, 71 
standards, and procedures to meet special campus needs, if they do not conflict with the requirements in the 72 
Program.  73 

2. IT security risk management decisions shall be made by appropriate authorities with jurisdiction over those 74 
areas affected by the risks. 75 

3. University information shall be subject to the Program regardless of the information’s physical location, the 76 
nature of the device or media upon which it is stored, or the person in possession or control of the information.  77 

 78 
  79 
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IT SECURITY PROGRAM 80 

Policy Overview:  IT Security Program 81 

 82 

C. Roles and Responsibilities for the University IT Security Program. 83 
 84 

1. The Program shall be managed and monitored collaboratively by the Chief Information Security Officer 85 
(CISO), campus Information Security Officers (ISOs), CRCC, and other university representatives as 86 
appropriate. Program management responsibilities are as follows:  87 

a. CISO   88 
1. Provides day-to-day management for the systemwide elements of the Program. Reviews and 89 

reports on Program status, at least annually to the Board of Regents, President, Chancellors, 90 
IT Governance Executive Committee, and CRCC. 91 

2. In cooperation with the CRCC, advises the President, Chancellors, and ISOs in accordance 92 
with Program goals and requirements. 93 

3. Oversees the development and maintenance of procedural statements and standards for IT 94 
security and advises ISOs on the alignment of campus IT security procedures with 95 
administrative standards. 96 

4. Oversees the development and maintenance of IT security compliance testing and reporting 97 
to help monitor effectiveness and adherence to the administrative standards for IT Security.  98 

5. Develops and manages processes for tracking and reporting IT security risks at a systemwide 99 
level in coordination with Risk Management. Provides recommendations based on risk 100 
management activities to mitigate risk. 101 

6. Establishes a baseline for IT security training and awareness for all university employees, as 102 
well as IT service providers, and provides a method for tracking compliance.  103 

7. Provides coordination assistance via the Data Exposure Process when IT security events span 104 
multiple campus IT security programs  105 

8. In coordination with campus IT security leadership, provides reporting about major IT 106 
security incidents to the President, Board of Regents, CRCC and others as appropriate. 107 

b. Chief Information Officers (CIOs) or designated senior IT leaders  108 
1. Accountable for overall campus adherence to systemwide IT security policies, standards, and 109 

procedures. 110 
c. ISOs or designated senior IT security leaders  111 

1. Provide day-to-day campus IT security program management and oversight in alignment with 112 
university and campus policies, standards, and procedures.  113 

2. Collaborate with the CISO to conduct systemwide Program reviews and IT security risk 114 
management reporting. 115 

3. Advise Organizational Units on the evaluation and management of IT security risks and 116 
issues. 117 

4. Lead the preparation, approval, and maintenance of campus-specific IT security policies, 118 
standards, and procedures. Provide implementation guidance to IT service providers and 119 
department heads as appropriate.  120 

5. Collaborate with the CISO on the systemwide IT security awareness and training program. 121 
Additional campus IT security awareness and training requirements may be established. 122 

6. Develop and maintain a campus IT security incident response process and/or policy. As 123 
appropriate, coordinate with systemwide response processes. 124 

7. In coordination with appropriate employee and student discipline groups, address non-125 
compliance with the Program.  126 

d. CRCC   127 
1. The CRCC provides steering and guidance for the Program. The CRCC shall be composed of 128 

members as defined in the CRCC charter. The CRCC shall provide systemwide IT security 129 
oversight and guidance as defined in the charter. 130 

e. IT resource users 131 
1. IT resource users shall ensure that their actions adhere to applicable university IT security 132 

policies, standards, and procedures. 133 
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2. To the extent that an individual establishes, manages, or oversees relationships with third 134 
parties that provide services handling university data, they must work with procurement and 135 
IT security teams to ensure third parties are required to adhere to applicable IT security 136 
policies, standards, and procedures.  137 

 138 
 139 

III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 140 
 141 

The IT Security Program serves as the core for the University's IT security activities and provides general guidance to 142 
the users and administrators of IT resources to help ensure the confidentiality of personal information, the availability of 143 
university information and IT resources, and the best practices and control activities that should be in place to help 144 
mitigate the risks of using technology associated with the University.  The related documents that support this APS 145 
include: 146 
 147 

 148 
 149 
 150 
 151 
 152 
 153 
 154 
 155 
 156 
 157 
 158 
 159 

 160 
IV. HISTORY   161 
 162 

Effective October 1, 2023, this APS was rewritten to establish a new format for the creation of security-related 163 
standards within the University.  164 

 165 

 166 

  167 

Related documents Effective Date Compliance Date 
APS 6001 – Providing and Using Information 
Technology 

  

IT Security Controls Standard (updated to 800-
171) 

10/01/2023 10/1/2024 

IT Security Responsibilities (new)   
Campus Acceptable Use Policies (links)   
APS 6002 - Electronic Communications   
APS 6010 - Data Governance   
Data Classification   
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The following sections of the prior version of APS 6005 remain in effect until they have completed 168 
transition to other APS documents and associated standards. Once that work is complete (expected in 169 
early 2024), these sections will be removed from this document.  170 
 171 
 172 

IT SECURITY PROGRAM 173 

Section 1:  IT Resource User Responsibilities1,2 174 

 175 
Brief Description:  Establishes IT security requirements for all IT resource users in protecting University 176 

information and IT resources. 177 
 178 
Applies to: IT Resource Users 179 
 180 
SECTION 1 – IT RESOURCE USER RESPONSIBILITIES 181 
 182 
I. INTRODUCTION 183 

 184 
This section of the IT Security Program Policy establishes the Information Technology (IT) security safeguards that 185 
must be taken by every person using a University IT resource or otherwise accessing University information. Additional 186 
safeguards may be appropriate, depending on the situation and its inherent risk to University information and IT 187 
resources. 188 
 189 
This policy does not impose restrictions that are contrary to the University's established culture of sharing, openness, and 190 
trust. However, the University is committed to implementing the safeguards necessary to ensure the privacy of personal 191 
information, the availability of University information and IT resources, and the integrity of University operations. 192 
 193 
CU has three levels of data classification.  These are: Highly Confidential, Confidential, and Public.  For more 194 
information please review the University of Colorado Process for Data Classification and System Security 195 
Categorization.  196 
 197 

II. POLICY STATEMENT 198 
 199 

A. It is the responsibility of every IT resource user to know the University's IT security requirements and to conduct 200 
her/his activities accordingly. IT resource users shall comply with the following requirements: 201 

 202 
1. Protect the Privacy of Others. Users shall respect the privacy of others when handling Error! Hyperlink 203 

reference not valid. information and shall take appropriate precautions to protect that information from 204 
unauthorized disclosure or use. 205 

 206 
2. Protect Highly Confidential or Confidential Information on Workstations and Mobile Devices.  Ordinarily, 207 

Highly Confidential information shall not be stored on workstations and mobile computing devices (laptops, 208 
flash drives, backup disks, etc.) unless specifically justified for business purposes and adequately secured. If 209 
Highly Confidential information is stored on a workstation or mobile computing device or transmitted to an 210 
external network or organization, IT resource users shall encrypt or adequately protect that information from 211 
disclosure. If Confidential information is stored on a workstation or mobile computing device or transmitted to 212 
an external network or organization, IT resource users shall adequately protect that information from 213 
disclosure. In addition to encryption, adequate protections may include the use of passwords, automatic logoffs, 214 
and secure Internet transmissions.  IT Resource users are required to secure university information on 215 

 

1 Section 1 – IT Resource User Responsibilities was revised effective January 1, 2014. 
2 The terms private information and restricted information were changed to highly confidential information and confidential information, respectively – as of April 2014.  
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personally owned and/or institutionally provided mobile devices in accordance with the mobile device security 216 
standards. The protection of Highly Confidential or Confidential information shall be in accordance with 217 
campus IT security requirements and other guidance as available from the appropriate IT service center or help 218 
desk. 219 

 220 
3. Protect Highly Confidential Data from Unauthorized Physical Access. IT resource users shall keep all 221 

Highly Confidential or Confidential information out of plain sight unless in use and shall not leave such 222 
information displayed when it is not needed. 223 

 224 
4. Protect Workstations and Other Computing Devices. IT resource users are responsible for helping to 225 

maintain the security of workstations and other computing devices by striving to protect them from 226 
unauthorized access and malicious software infections (e.g., viruses, worms, and spyware). Users shall consult 227 
the appropriate IT service center or help desk for guidance on protecting their computing devices. 228 

 229 
5. Protect Passwords, Identification Cards, and Other Access Devices. Passwords, tokens identification cards, 230 

and other access devices are used to authenticate the identity of individuals and gain access to University 231 
resources. Each person is responsible for protecting the access devices assigned to her or him and shall not 232 
share passwords or devices with others. If a password or access device is compromised, lost, or stolen, the 233 
individual shall report this to the appropriate IT service center or help desk as soon as possible so that the 234 
access device is not used by an unauthorized person. 235 

 236 
6. Report Security Violations, Malfunctions, and Weaknesses. IT resource users shall report security related 237 

events; known or suspected violations of IT security policy; and inappropriate, unethical, and illegal activities 238 
involving University IT resources. Users shall follow the reporting process applicable to their campus. If 239 
unsure of the local incident reporting process, users shall call the appropriate IT service center or help desk. 240 

 241 
7. Utilize University Information and IT Resources for Authorized Purposes Only. IT resource users shall 242 

access or otherwise utilize University information and IT resources only for those activities they are 243 
specifically authorized and in a manner consistent with University policies, federal and state laws, and other 244 
applicable requirements. 245 

 246 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 247 

 248 
A. Administrative Policy Statements (APS) and Other Policies 249 

 250 
The IT Security Program serves as the core for the University's IT security activities and provides general 251 
guidance to the computing community on ensuring the privacy of personal information and the availability of 252 
University information and IT resources and encompasses all related IT Security requirements, including the 253 
following policy sections: 254 

 IT Resource User Responsibilities 255 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 256 
 IT Security in University Operations, Business Continuity Planning, and Contracting 257 
 IT Service Provider Security 258 
  259 

The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper 260 
maintenance of university property in their charge. The administrative policy "Fiscal Code of Ethics" prohibits 261 
use of University property for personal gain. 262 
 263 
The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email 264 
and expectations for privacy in email communications. 265 
 266 
System-wide Mobile Device Security Standards 267 
Standards for Data classification and System security categorization 268 
 269 

B. Other Resources (i.e. training, secondary contact information) 270 
 271 
Educational information and resources are available on the information security website: http://www.cu.edu/ois 272 

 273 
Return to Main Policy Page 274 

https://www.cu.edu/ope/forms/feedback
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 275 
IT SECURITY PROGRAM 276 

Section 2:  IT Security in Personnel Job Descriptions, Responsibilities and 277 

Training 278 
 279 

Brief Description:  Establishes requirements for incorporating employee responsibilities for IT security into 280 
performance management processes, as well as ensuring employees are aware of their IT 281 
security responsibilities and are adequately trained to fulfill those responsibilities. 282 

 283 
Applies to: Supervisors 284 
 285 
SECTION 2 – IT SECURITY IN PERSONNEL JOB DESCRIPTIONS, RESPONSIBILITIES AND 286 
TRAINING 287 
 288 
I. INTRODUCTION 289 

 290 
Information technology (IT) security responsibilities are, to various degrees, part of all duties within the University. For 291 
employees and job candidates it is important that the applicable IT security responsibilities are known, documented, and 292 
accepted as part of the terms and conditions of employment. 293 
 294 

II. POLICY STATEMENT 295 
 296 
A. IT Security Guidance and Support 297 

 298 
1. Campus Information Security Officers shall, in collaboration with the Chief Information Security Officer 299 

(CISO), provide information and guidance to supervisors on implementing the requirements of this policy.  300 
2. Campus Information Security Officers shall establish and oversee IT security awareness and education 301 

programs for their respective campuses.  302 
 303 

B. Supervisor Responsibilities for IT Security 304 
 305 

1. Supervisors shall ensure that all employees within their areas of authority are aware of their IT security 306 
responsibilities and that these responsibilities are incorporated into employee performance management 307 
processes and addressed in recruitment and hiring practices.  308 

2. Supervisors shall ensure that employees provide a signed, written, or other documented acknowledgment of 309 
their IT security responsibilities as a condition of gaining access to University information and IT resources. 310 
Where feasible, acknowledgements should be provided prior to gaining access or as soon afterward as 311 
reasonably possible. Personnel supervising authorities shall track and/or maintain the records of employee 312 
acknowledgements.  313 

3. Supervisors, in consultation with the campus Information Security Officer, are encouraged to make 314 
recommendations on the designation of positions with significant IT security responsibilities as "security-315 
sensitive positions."  316 
 317 

C. Employee Training 318 
 319 

1. Supervisors shall ensure that employees are adequately trained to fulfill their IT security responsibilities. 320 
Employees with elevated computing privileges (e.g., server support technicians, user account managers, or web 321 
page administrators) may require additional, specialized training for carrying out their IT security 322 
responsibilities effectively.  323 

2. All University employees including associates and other individuals, who require the use of University IT 324 
resources to perform their duties, shall receive initial training and periodic refresher training relevant to their IT 325 
security responsibilities.  326 

3. Supervisors shall coordinate their local IT security training initiatives with the campus Information Security 327 
Officer.  328 

  329 
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D. Changes in Employee Duties or Employment Status 330 
 331 

1. Supervisors shall provide timely notification to the appropriate service center or help desk when an employee's 332 
duties or employment status changes so that access to University information and IT resources is adjusted 333 
accordingly.  334 

 335 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 336 

 337 
A. Administrative Policy Statements (APS) and Other Policies 338 

 339 
The IT Security Program serves as the core for the University's IT security activities and provides general 340 
guidance to the computing community on ensuring the privacy of personal information and the availability of 341 
University information and IT resources and encompasses all related IT Security requirements, including the 342 
following policy sections: 343 

 IT Resource User Responsibilities 344 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 345 
 IT Security in University Operations, Business Continuity Planning, and Contracting 346 
 IT Service Provider Security 347 
  348 

The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email and 349 
expectations for privacy in email communications. 350 

 351 
B. Procedures 352 

 353 
IT Security Training Standards and Core Topics 354 
 355 

C. Other Resources (i.e. training, secondary contact information) 356 
 357 
Educational information and resources are available on the information security website: http://www.cu.edu/ois 358 

 359 
Return to Main Policy Page 360 
 361 

  362 
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IT SECURITY PROGRAM 363 

Section 3:  IT Security in University Operations, Business Continuity 364 

Planning, and Contracting 365 
 366 

Brief Description:  Requires IT security safeguards to be integrated into University operations, asset 367 
management, contracting, business continuity planning, disaster preparedness, and 368 
enterprise risk management processes. 369 

 370 
Applies to: Organizational Unit Directors/Chairs 371 
 372 
SECTION 3 – IT SECURITY IN UNIVERSITY OPERATIONS, BUSINESS CONTINUITY PLANNING, 373 
AND CONTRACTING 374 
 375 
I. INTRODUCTION 376 

 377 
University operations are organized into Organizational Units that develop and execute strategic and tactical plans to 378 
carry out the University's mission and achieve its objectives. In doing so, these units collect, store, and process 379 
information that is essential to University operations and must be protected from unauthorized use and disclosure. To 380 
ensure that University information is protected in a manner consistent with other strategic assets, Organizational Units 381 
must implement Information Technology (IT) security safeguards as a part of normal University operations. 382 
 383 

II. POLICY STATEMENT 384 
 385 
A. IT Security Guidance and Support 386 

 387 
1. Campus Information Security Officers shall, in collaboration with the Chief Information Security Officer 388 

(CISO), provide information and guidance to Organizational Units on implementing the requirements of this 389 
policy.  390 
 391 

B. Information Classification  392 
 393 

1. Campus Information Security Officers shall provide security standards based on the criticality and sensitivity of 394 
University information for their respective campuses.  395 

2. Organizational Unit directors / chairs or their designees shall, following guidance from the campus Information 396 
Security Officer, ensure that appropriate IT security safeguards are in place for the University information and 397 
IT resources under their care. The appropriateness of the safeguards shall be determined by the criticality and 398 
sensitivity of information involved, campus policies and guidance, and applicable external requirements (e.g., 399 
state and federal laws, and industry standards). 400 
 401 

C. Continuity of Operations 402 
 403 

1. Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security 404 
Officer, shall ensure that business continuity and disaster preparedness plans include all appropriate IT security 405 
requirements and are reviewed, tested, and updated as needed to ensure the viability of such plans.  406 
 407 

D. IT Security Requirements in RFPs, Contracts, and Other Service Arrangements 408 
 409 

1. Organizational Unit directors / chairs or their designees shall, with guidance from the Procurement Service 410 
Center and the Information Security Officer, ensure that Request for Proposals (RFP), contracts, or other 411 
service arrangements include adequate safeguards so that contractors and other third parties protect University 412 
information at a level that is equal to or greater than that required of University employees.  413 

2. Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security 414 
Officers, shall ensure that access to University information and IT resources by contractors and third parties 415 
follows established policies and procedures.  416 
 417 

418 
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Risk Evaluation and Handling 419 
 420 

1. Organizational Unit directors / chairs or their designees shall, with guidance from the campus Information 421 
Security Officer, evaluate risks related to the protection of University information and IT resources in their 422 
care. Organizational Unit directors / chairs or their designees shall forward issues of risk to campus authorities 423 
with appropriate jurisdiction over those affected by the risks. 424 

 425 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 426 

 427 
A. Administrative Policy Statements (APS) and Other Policies 428 

 429 
The IT Security Program serves as the core for the University's IT security activities and provides general 430 
guidance to the computing community on ensuring the privacy of personal information and the availability of 431 
University information and IT resources and encompasses all related IT Security requirements, including the 432 
following policy sections: 433 

 IT Resource User Responsibilities 434 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 435 
 IT Security in University Operations, Business Continuity Planning, and Contracting 436 
 IT Service Provider Security 437 
  438 

The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper 439 
maintenance of university property in their charge. 440 
 441 
 442 

B. Other Resources (i.e. training, secondary contact information) 443 
 444 
Educational information and resources are available on the Office of Information Security website.  445 

 446 
Return to Main Policy Page 447 
 448 
  449 
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IT SECURITY PROGRAM 450 

Section 4:  IT Service Provider Security 451 
 452 

Brief Description:  Requires that IT service providers (e.g., server and workstation support, programmers, 453 
webmasters, user account administrators) incorporate IT security safeguards into the IT 454 
services and products provided to the University community. 455 

 456 
Applies to: IT Service Providers 457 
 458 
SECTION 4 – IT SERVICE PROVIDER SECURITY 459 
 460 
I. INTRODUCTION 461 

 462 
This section of the IT Security Program Policy sets forth the Information Technology (IT) security safeguards that must 463 
be taken by every IT service provider. These safeguards are necessary to protect University information from 464 
inappropriate access, disclosure and misuse; provide assurances that information resources are available as needed for 465 
University business; and comply with applicable policies, laws, regulations, rules, grants, and contracts.  Campus 466 
Information Security Officers may require additional safeguards so as to address campus specific risks or compliance 467 
requirements. 468 
 469 

 II.  POLICY STATEMENT 470 
 471 

A. IT Security Oversight and Guidance 472 
 473 

Campus Information Security Officers in collaboration with the Chief Information Security Officer (CISO) shall 474 
provide guidance and information as needed to IT service providers on implementing the requirements of this 475 
policy. IT service providers shall be aware that purchases of IT goods and services may be subject to a security 476 
review by the campus Information Security Officer or a designated campus authority. 477 
 478 
Organizational Unit directors / chairs shall be aware of their responsibilities, as described by IT Security in 479 
University Operations, Continuity, and Contracting, to ensure that adequate safeguards are implemented for the IT 480 
resources under their control. 481 

 482 
B. Life Cycle Management 483 

 484 
Campus IT service providers shall ensure that IT security controls are appropriately implemented and managed 485 
throughout the life of the IT resources under their responsibility. This is to ensure that security is addressed in the 486 
design and purchase of new systems, implementation of new or modified systems, maintenance of existing systems, 487 
and removal from service of end-of-life systems. 488 

 489 
C. IT Resource Security Management 490 

 491 
Providing an IT service is a complex undertaking that requires continuous monitoring, maintenance, and system 492 
management to ensure that University information is adequately protected as it is processed, stored, and transmitted. 493 
Therefore, IT service providers shall implement the following controls where appropriate for the IT resources under 494 
their responsibility: 495 

 496 
1. System and application security management. IT resources shall be maintained according to industry and 497 

vendor best practices to ensure that system and application updates, vulnerability fixes, security patches, and 498 
other modifications are applied in a timely fashion. Where applicable these practices shall include vulnerability 499 
management, system/application hardening, and security testing. 500 

 501 
2. Malicious activity protection. IT resources that transmit or receive information on a University-managed 502 

network shall be adequately protected from malicious activities, such as viruses, worms, and denial of service 503 
attacks. 504 

 505 
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3. Data backup and recovery. University information shall be backed up and retained as appropriate for business 506 
needs, retention schedules, and legal requirements as provided by law or related university policy. Data 507 
backups shall be tested where appropriate to ensure the effective recovery of information. 508 

 509 
4. Media handling and storage. Electronic storage media (e.g., CD-ROMs, memory sticks, disk drives, tapes, 510 

cartridges, etc.) shall be appropriately protected from loss and unauthorized access. All media containing 511 
Highly Confidential and Confidential information shall be stored in a secure location and adequately protected 512 
with a safeguard that restricts access to authorized personnel only. In addition, Highly Confidential information 513 
stored on portable electronic media shall be encrypted or otherwise adequately protected based on security 514 
standards and guidance from the campus Information Security Officers. 515 

 516 
5. Disposal of electronic equipment and media. Computing and network equipment and storage media shall be 517 

purged of all University information so that information is not recoverable, or destroyed before disposal or 518 
release from University control to a third party. In the rare event the information is not purged prior to release 519 
or the device destroyed prior to disposal, the IT service provider shall acquire confirmation from the contracted 520 
third party that the information is properly purged. For equipment and media that is to be redeployed within the 521 
University, the IT service provider shall purge all information not authorized for access by the receiving 522 
person(s) prior to redeployment. 523 

 524 
D. Access Management 525 

 526 
Although students, faculty, and staff require access to University information resources for academic and business 527 
purposes, this access must be limited to what is needed for his/her work. Use of resources beyond that which is 528 
authorized results in unnecessary risks to University information with no corresponding academic or business value. 529 

 530 
1. User access management. IT service providers shall manage user access to the IT resources under their 531 

responsibility, so that such access is appropriately authorized, documented, and limited to that which is needed 532 
to perform authorized tasks. Because a user's responsibilities and relationships with the University change over 533 
time, IT service providers shall ensure that user access privileges are regularly reviewed and adjusted to comply 534 
with currently authorized activities. 535 

 536 
2. IT resource access controls. IT service providers shall ensure that IT resources under their responsibility 537 

(developed, purchased or otherwise used to handle University information) have adequate features and controls 538 
to support the proper management of user access as described in section II.D.1. 539 

 540 
3. Network security controls. IT service providers shall ensure that electronic access to and use of the campus data 541 

networks under their responsibility is adequately controlled to protect data network equipment and other 542 
networked IT resources.  543 

 544 
E. Physical and Environmental Security 545 

 546 
University data centers and IT resources shall be sufficiently protected from physical and environmental threats to 547 
prevent the loss, damage, or compromise of assets, and interruption to business activities. 548 

 549 
1. Data centers. Data center owners, managers, or their designees shall, following guidance from the campus 550 

Information Security Officer, ensure that data center facilities under their responsibility have adequate physical 551 
security safeguards. These safeguards may include: physical barriers (e.g., walls, gates, locked doors), access 552 
controls (e.g., identification cards, visitor escorts and logs, facility/equipment repair records), environmental 553 
controls and protections (e.g., uninterruptible power supplies, generators, temperature and humidity systems, 554 
fire suppression units). 555 

 556 
2. IT resources. IT service providers shall ensure that all IT resources under their responsibility have adequate 557 

physical security safeguards. While the value of these IT resources may not rise to that found in a data center, 558 
the physical protections normally afforded to IT resources within a data center should be employed where 559 
reasonable and appropriate. 560 

 561 
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F. Incident Detection and Reporting 562 
 563 

IT service providers shall monitor for and report security breaches or other significant security events involving the 564 
IT resources under their control, following guidance from the campus Information Security Officer. 565 
 566 

III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 567 
 568 

A. Administrative Policy Statements (APS) and Other Policies 569 
 570 

The IT Security Program serves as the core for the University's IT security activities and provides general guidance 571 
to the computing community on ensuring the privacy of personal information and the availability of University 572 
information and IT resources and encompasses all related IT Security requirements, including the following policy 573 
sections: 574 

 IT Resource User Responsibilities 575 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 576 
 IT Security in University Operations, Business Continuity Planning, and Contracting 577 
 IT Service Provider Security 578 

 579 
The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper 580 
maintenance of university property in their charge. 581 

 582 
B. Other Resources (i.e. training, secondary contact information) 583 

 584 
Educational information and resources are available on the Office of Information Security website. 585 

 586 
Return to Main Policy Page 587 
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 588 
 589 

 

ADMINISTRATIVE POLICY STATEMENT 
 

 590 

Policy Title:  IT Security Program Policy 591 

APS Number: 6005       APS Functional Area: Information Technology 592 
 593 

Brief Description:  The IT Security Program serves as the core for the University's IT security and risk 594 
activities and provides general guidance to the computing community on ensuring the 595 
privacy of personal information and the availability of University information and IT 596 
resourcesrequirements to users and administrators of IT resources via the noted security 597 
and risk standards.  These standards help ensure information is secured appropriately, the 598 
university information and IT resources are available, and document the best practices and 599 
control activities that help mitigate the University technology risks.  This Administrative 600 
Policy Statement encompasses all IT Security-related requirements as outlined in the 601 
following policy sectionsnoted security standards.:  602 

   603 
                     604 

 IT Security Policy Sections Effective 

Date 

Last 

Reviewed 

Applies To Page 

1 IT Resource User Responsibilities 1/1/2014 1/1/2014 IT Resource Users 6 

2 IT Security in Personnel Job Descriptions, 

Responsibilities and Training 

3/1/2011 3/1/2011 Supervisors 8 

3 IT Security in University Operations, 

Business Continuity Planning, and 

Contracting 

3/1/2011 3/1/2011 Organizational 
Unit 

Directors/Chairs 

10 

4 IT Service Provider Security 3/1/2011 3/1/2011 IT Service 

Providers 

12 

 605 
Effective:   See above.October 1, 2023 606 

Approved by:   President Bruce D. BensonTodd Saliman 607 

Responsible University Officer: Vice President, Employee and Information ServicesChief Information Security Officer 608 

Responsible Office:  Office of Information Security 609 

Policy Contact: security@cu.edu  610 

Supersedes: IT Security Program Policy-January 7, 2010; IT Resource User Responsibilities; IT 611 
Security in Personnel Job Descriptions, Responsibilities and Training; IT Security in 612 
University Operations, Business Continuity Planning, and Contracting; and IT Service 613 
Provider Security.IT Security Program Policy-January 7, 2010 614 

 615 
Last Reviewed/Updated: See above.October 1, 2023 616 

Applies to: University wide or as specifically defined by each policy section. 617 

 618 

Reason for Policy:  Establishes the required roles, responsibilities, and functions for the effective management of the 619 
University’s IT Security Program and provides general guidance to the computing community on ensuring the privacy of 620 
personal information and the availability of University information and IT resourcesDefines roles, responsibilities and 621 
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requirements for the users and administrators of IT resources to mitigate risk involving the confidentiality, integrity and 622 
availability of University data and IT systems. 623 
NOTE:  Several sections of the prior version of APS 6005 will remain in effect until they have completed 624 

transition to other APS documents and associated standards. Once that work is complete (expected in early 625 

2024), these sections will be removed from this document.  These sections can be found at the bottom of this 626 

document. 627 

 628 

Those sections include: 629 

 IT Resource User Responsibilities 630 

 IT Security in Personnel Job Descriptions, Responsibilities and Training 631 

 IT Security in University Operations, Business Continuity Planning, and Contracting 632 

 IT Service Provider Security 633 
 634 

 635 
  636 
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 637 

IT SECURITY PROGRAM 638 

Policy Overview:  IT Security Program 639 

 640 

I. INTRODUCTION 641 
 642 
This Administrative Policy Statement (APS) is the parent policy for the Uuniversity's Information Technology (IT) 643 
security standard policy suite, which defines and establishes the IT Security Program (Program). The Program serves as 644 
the core for the Uuniversity's IT security activities and provides general guidance to the users and administrators of IT 645 
resources to help mitigate the risks to computing community on ensuring the privacy of personal information and the 646 
availability of University information and IT resources.  647 
 648 
More specifically, this policy assigns responsibilities for the oversight and day-to-day management of the Program. 649 
These fundamental responsibilities are essential to ensuring ensure that the Program provides timely and effective 650 
guidance to the users and administrators of IT resourcesUniversity computing community in the face of almost 651 
continuous change. The effectiveness of this guidance requires that the Program be frequently reviewed and 652 
adaptedmolded to fit the evolving needs of the University and its stakeholders.  This policy also includes the following 653 
IT-security related sections: 654 
 655 
  656 

 Sections                            Applies To        Page 657 

 658 
II. POLICY STATEMENT 659 
 660 

A. The goals of the University IT Security Program overall are as follows: 661 
 662 

1. All members of the University community are aware of and are sufficiently trained to carry out their 663 
responsibilities for protecting University information and IT resources. 664 

2. University information is regarded as a strategic organizational asset and is treated in a manner consistent with 665 
that of other strategic assets, such as financial and facility assets. 666 

3. IT security is not considered a technical concern, but is addressed as a strategic business issue by integrating IT 667 
security safeguards into University business processes. 668 

4. University resources are applied judiciously to IT security issues by focusing on those that represent the 669 
greatest risk to University operations and information. 670 

5. IT security incidents are promptly detected and responded to in a manner that limits the impact to the security 671 
of University information and the operations of the University. 672 

1. Identify the IT security roles and responsibilities of the Chief Information Security Officer, the Information 673 
Security Officer or designated campus IT security authority, and the Cyber Risk and Compliance Committee.   674 

2. Codify standards to mitigate IT security risks related to data and IT resources used across the university. 675 
3. Ensure members of the university community are aware of the University requirements for managing security 676 

risks related to university information and IT resources. 677 
 678 

B. The following principles shall be followed in implementing the University IT Security Program: 679 
 680 

1. Each campus and System Administration shall adopt the Program and may create campus-specific policies, 681 
standards, and proceduresall applicable elements of the Program and may make modifications to specific 682 
Program elements to meet special campus needs, if they do not conflict with the requirements in the Program. 683 

1 IT Resource User Responsibilities IT Resource Users 6 

2 IT Security in Personnel Job Descriptions, Responsibilities and 

Training 

Supervisors 8 

3 IT Security in University Operations, Business Continuity Planning, 

and Contracting 

Organizational Unit 

Directors/Chairs 

10 

4 IT Service Provider Security IT Service Providers 12 
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as long as the modifications are as stringent as and meet the intended functionality of the applicable Program 684 
elements. 685 

2. IT security Rrisk management methods shall be used to identify and manage risks to University information and 686 
IT resources. Risk management decisions shall be made by appropriate authorities with jurisdiction over those 687 
areas affected by the risks. 688 

3. University information shall be adequately protectedsubject to the Program regardless of the information's 689 
physical location, the nature of the device or media upon which it is stored, or the persons in possession or 690 
control of the information. 691 

 692 
C. Roles and Responsibilities for the University IT Security Program. 693 

 694 
1. The Program shall be managed and monitored collaboratively by the Chief Information Security Officer 695 

(CISO), campus Information Security Officers (ISOs), CRCCSecurity Advisory Committee (SAC), and other 696 
Uuniversity representatives as appropriate. Program management responsibilities are as follows:  697 

a. CISO (Chief Information Security Officer)  698 
1. Provides day-to-day management for the systemwide elements of the Program. Reviews and 699 

reports on Program status, at least annually effectiveness to the Board of Regents, President, 700 
Chancellors, IT Governance Executive Committee and CRCCSAC as appropriate. 701 

2. In cooperation with the SACCRCC, provide security advice advisesto the President, 702 
Chancellors, and ISOs campus Information Security Officers in accordance with Program 703 
goals and requirements. 704 

3. Oversee the development and maintenance of Administrative Policy Statements procedural 705 
statements and standards for IT security and advises campus Information Security 706 
OfficersISOs on the alignment of campus IT security policiesprocedures with Aadministrative 707 
Policy Statementsstandards. 708 

4. Oversees the development and maintenance of IT security compliance testing and reporting 709 
to help monitor effectiveness and adherence to the administrative standards for IT security. 710 
Provide guidance to campus Information Security Officers on risk management processes to 711 
ensure that IT security safeguards are applied in a judicious and effective manner. Submit 712 
reports to the SAC on risk management decisions as appropriate. 713 

5. Develops and manages processes for tracking and reporting IT security risks at a systemwide 714 
level in coordination with Risk Management. Provides recommendations based on risk 715 
management activities to mitigate risk.Establish training standards for campus IT security 716 
awareness and education programs. 717 

6. Establishes a baseline for IT security training and awareness for all university employees, as 718 
well as IT service providers, and provides a method for tracking compliance.When IT 719 
security incidents affect multiple campuses, lead investigations and coordinate with and/or 720 
report to the President, Chancellors, , Legal, SAC, and others as appropriate. 721 

7. Provides coordination assistance via the Data Exposure Process when IT security events span 722 
multiple campus IT security programs.  723 

8. In coordination with campus IT security leadership, provides reporting about major IT 724 
security incidents to the President, Board of Regents, CRCC and others as appropriate. 725 

b. Chief Information Officer (CIO) or designated senior IT leaders 726 
1. Accountable for overall campus adherence to systemwide IT security policies, standards, and 727 

procedures.The CIO is an individual designated by the Chancellor on each campus with 728 
oversight authority for all IT operations on that campus. These individuals have the authority 729 
to enforce the requirements of University and campus policies for information security. 730 

2. Authorize new IT operations, shut down IT operations that are out of compliance with policy, 731 
or transfer management of those operations to a department or service provider with the 732 
requisite capabilities. 733 

c. ISOs or designated senior IT security leadersInformation Security Officers 734 
Campus Information Security Officers serve in a variety of technical and non-technical roles for a 735 
specific University campus. The Information Security Officers shall:  736 

1. Provide day-to-day campus IT security Pprogram management and oversight in alignment 737 
with university and campus policies, standards and proceduresfor their campus, advise 738 
Organizational Units on IT security issues, and assist the CISO with Program reviews and 739 
reporting. 740 
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2. Assist Organizational Units with evaluating risks to University information and the CISO 741 
Collaborate with the CISO to conduct systemwide Program reviews and with IT security risk 742 
management reporting. 743 

3. Assist with the preparation, approval, and maintenance of campus-specific IT security 744 
policies, procedures, and guidelines as appropriate. Advise Organizational Units on the 745 
evaluation and management of IT security risks and issues. 746 

4. Lead the preparation, approval, and maintenance of campus-specific IT security policies, 747 
standards, and procedures. Provide implementation guidance on implementationto IT service 748 
providers and department headsof unit-specific IT security policies, procedures, and 749 
guidelines as appropriate. 750 

5. Collaborate with the CISO on the systemwide IT security awareness and training program. 751 
Additional campus IT security awareness and training requirements may be 752 
establishedEstablish and manage an IT security awareness and education program for campus 753 
IT resource users and provide guidance to Organizational Units on supplementing program 754 
events with unit-specific training. 755 

6. Develop and maintain a campus When IT security incidents response process and/or policy. 756 
affect a single campus, lead investigationsAs appropriate, coordinate with systemwide 757 
response processesand issue timely reports to the Chancellor or designee, affected campus 758 
units, CISO, Legal, and others as appropriate. 759 

7. In coordination with appropriate employee and student discipline groups, address non-760 
compliance with the Program.  761 

d. SAC (Security Advisory Committee)  762 
The SAC provides oversight of and support for the IT Security Program and is composed of members 763 
representing a cross section of the University community. SAC members are appointed by the 764 
President or designee.  765 

1. Advise, inform, and coordinate with the CISO as appropriate to promote and support the 766 
Program and to ensure that Program requirements reflect and support the functional 767 
requirements, external requirements, and the mission of the University. 768 

2. Advise the President and the CISO as appropriate to ensure that University-wide IT security 769 
policies, procedures, and guidelines reflect and support the functional requirements, external 770 
requirements, and the mission of the University. 771 

3. In collaboration with the CISO advise the University President and Chancellors on risk 772 
management decisions and Program direction to ensure alignment with University objectives. 773 

d. CRCC 774 
1. The CRCC provides steering and guidance for the Program. The CRCC shall be composed of 775 

members as defined in the CRCC charter. The CRCC shall provide systemwide IT security 776 
oversight and guidance as defined in the charter. 777 

e. IT resource users 778 
1. IT resource users shall ensure that their actions adhere to applicable university IT security 779 

policies, standards, and procedures. 780 
2. To the extent that an individual establishes, manages, or oversees relationships with third 781 

parties that provide services handling university data, they must work with procurement and 782 
IT security teams to ensure third parties are required to adhere to applicable IT security 783 
policies, standards, and procedures.  784 

 785 
2. Although campus Information Security Officers provide day-to-day management of the Program and general 786 

advice on IT security issues, the following campus support responsibilities are required:  787 
a. Organizational Unit (typically a department with an independent budget represented in the Finance 788 

System) directors and chairs or their designees are responsible for ensuring that all applicable Program 789 
and IT security policy requirements are implemented in their respective units. While Organizational 790 
Unit directors and chairs may delegate these responsibilities, they may only be delegated to a single 791 
person in an Organizational Unit who has budget authority for the entire unit. Organizational Unit 792 
directors and chairs or their designees shall report any security weaknesses, concerns, or breaches to 793 
the campus Information Security Officer. The campus Information Security Officer will work with the 794 
appropriate campus Officer and CIO to determine if the risk caused by a security weakness may be 795 
accepted. 796 

b. IT service providers (e.g., webmasters, network engineers, server administrators, application 797 
developers, desktop support staff, or database administrators) shall implement all applicable Program 798 
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and IT security policy requirements within their areas of responsibility. IT service providers shall 799 
evaluate the effectiveness of IT security safeguards in their areas of responsibility and report any 800 
security weaknesses, concerns, or breaches to the campus Information Security Officer. 801 

c. Data Trustee is a party or entity identified with and widely recognized to have primary authority and 802 
decision responsibility over a particular collection of university data. Data trustees are accountable for 803 
managing, protecting, and ensuring the integrity and usefulness of university data. Data trustees have 804 
the primary responsibility to ensure the university is following its policies and is in compliance with 805 
federal and state laws and regulations. Data trustees typically are associated with the business 806 
functions of an organization rather than technology functions. 807 

d. Data Custodian is any party charged with managing a data collection for a data trustee. Custodians 808 
typically have control over a data asset's disposition, whether stored (at rest), in transit, or during 809 
creation. Custodians will often have modification or distribution privileges. Data custodians carry a 810 
significant responsibility to protect data and prevent unauthorized use. Data custodians are often data 811 
providers to data users. Data trustees or data stewards may also exercise custodial roles and 812 
responsibilities. Data custodians typically are associated with IT units within the university, either 813 
central IT organizations or IT offices within academic and administrative units. 814 

e. Data Steward is a party or entity possessing delegated authority to act on a data trustee’s behalf. Data 815 
Stewards will often have data custodial responsibilities, but are distinguished from custodians by 816 
delegated decision-making authority regarding the data. Data stewards may represent data trustees in 817 
policy discussions, architectural discussions, or in decision-making forums. Data Stewards actively 818 
participate in processes that establish business-context and quality definition for data elements. Data 819 
Stewards are more likely to be associated with business functions than IT functions. 820 

f. Data User is any person or party that utilizes university data to perform his or her job responsibilities. 821 
To the degree that a data user creates university data and/or controls the disposition of university data, 822 
he or she has responsibility for the custodial care of that data. Data users share responsibility in 823 
helping data stewards and custodians manage and protect data by understanding and following the IT 824 
and information security policies of the university related to data use. 825 

 826 
D. Any exceptions to this policy must be approved by the University CISO. 827 

 828 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 829 

 830 
The IT Security Program serves as the core for the University's IT security activities and provides general guidance to 831 
the users and administrators of IT resources to help ensure the confidentiality of personal information, the availability of 832 
university information and IT resources, and the best practices and control activities that should be in place to help 833 
mitigate the risks of using technology associated with the University.  The related documents that support this APS 834 
include: 835 
 836 

 837 
 838 
 839 
 840 
 841 
 842 
 843 
 844 
 845 
 846 
 847 
 848 

 849 
IV. HISTORY   850 
 851 

Effective October 1, 2023, this APS was rewritten to establish a new format for the creation of security-related 852 
standards within the University.  853 

 854 
III. DEFINITIONS APS Glossary of Terms 855 

A. Business Continuity 856 

Related documents Effective Date Compliance Date 

APS 6001 – Providing and Using Information 

Technology 

  

IT Security Controls Standard (updated to 800-

171) 

10/01/2023 10/1/2024 

IT Security Responsibilities (new)   

Campus Acceptable Use Policies (links)   

APS 6002 - Electronic Communications   

APS 6010 - Data Governance   

Data Classification   
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B. Disaster Preparedness 857 
C. Employees 858 
D. Encryption 859 
E. IT Resource 860 
F. IT Resource User 861 
G. IT Security 862 
H. Information Security Officer 863 
I. IT Security Program 864 
J. IT Service Provider 865 
K. Organizational Unit 866 
L. President 867 
M. Highly Confidential Information  868 
N. Confidential Information 869 
O. Risk Management 870 
P. Student 871 
Q. University Information 872 

 873 

IV. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 874 
 875 

A. Administrative Policy Statements (APS) and Other Policies 876 
 877 
The IT Security Program serves as the core for the University's IT security activities and provides general 878 
guidance to the computing community on ensuring the privacy of personal information and the availability of 879 
University information and IT resources and encompasses all related IT Security requirements, including the 880 
following policy sections: 881 

 IT Resource User Responsibilities 882 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 883 
 IT Security in University Operations, Business Continuity Planning, and Contracting 884 
 IT Service Provider Security 885 
  886 

B. Other Resources (i.e. training, secondary contact information) 887 
Educational information and resources are available on the information security website: http://www.cu.edu/ois  888 
 889 

V. HISTORY   890 
 891 

Effective March 1, 2011 the following policies were combined into the IT Security Program policy.  Individual APS 892 
history for each is listed below: 893 

 894 
IT Resource User Responsibilities 895 

- Initial Policy Effective: January 1, 2007 896 
- Rescinded March 1, 2011 and combined with IT Security Program. 897 

 898 
IT Security in Personnel Job Descriptions, Responsibilities and Training 899 

- Initial Policy Effective: January 1, 2007 900 
- Rescinded March 1, 2011 and combined with IT Security Program. 901 

 902 
IT Security in University Operations, Continuity and Contracting 903 

- Initial Policy Effective: January 1, 2007 904 
- Rescinded March 1, 2011 and combined with IT Security Program. 905 

 906 
IT Service Provider Security 907 

- Initial Policy Effective: September 1, 2007 908 
- Rescinded March 1, 2011 and combined with IT Security Program. 909 

 910 
IT Security Program 911 

- Initial Policy Effective: January 1, 2007 912 
- Revised January 7, 2010. 913 
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- Revised as the parent policy and combined with above IT-security-related policies effective March 1, 914 
2011. 915 

- Section 1 – IT Resource User Responsibilities was revised effective January 1, 2014. 916 
 917 

On May 1, 2014 the title of “IT Security Principals” was replaced with the title of “Information Security Officers”. 918 
 919 

Non-substantive clean-up – May 1, 2015.  Use of the title “Chief Technology Officer (CTO)” has been terminated and 920 
references to it were removed. 921 
 922 
The title of “IT Security Principals” was replaced with the title of “Information Security Officers” effective May 1, 923 
2014. 924 
 925 
The term “data owner” was replaced with the term “data trustee” effective July 1, 2018. 926 

 927 
Return to Main Policy Page 928 

  929 
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The following sections of the prior version of APS 6005 remain in effect until they have completed 930 
transition to other APS documents and associated standards. Once that work is complete (expected in 931 
early 2024), these sections will be removed from this document.  932 
 933 
 934 

IT SECURITY PROGRAM 935 

Section 1:  IT Resource User Responsibilities1,2 936 

 937 

Brief Description:  Establishes IT security requirements for all IT resource users in protecting University 938 
information and IT resources. 939 

 940 
Applies to: IT Resource Users 941 

 942 
SECTION 1 – IT RESOURCE USER RESPONSIBILITIES 943 
 944 
I. INTRODUCTION 945 

 946 
This section of the IT Security Program Policy establishes the Information Technology (IT) security safeguards that 947 
must be taken by every person using a University IT resource or otherwise accessing University information. Additional 948 
safeguards may be appropriate, depending on the situation and its inherent risk to University information and IT 949 
resources. 950 
 951 
This policy does not impose restrictions that are contrary to the University's established culture of sharing, openness, and 952 
trust. However, the University is committed to implementing the safeguards necessary to ensure the privacy of personal 953 
information, the availability of University information and IT resources, and the integrity of University operations. 954 
 955 
CU has three levels of data classification.  These are: Highly Confidential, Confidential, and Public.  For more 956 
information, please review the University of Colorado Process for Data Classification and System Security 957 
Categorization.  958 
 959 

II. POLICY STATEMENT 960 
 961 

A. It is the responsibility of every IT resource user to know the University's IT security requirements and to conduct 962 
her/his activities accordingly. IT resource users shall comply with the following requirements: 963 

 964 
1. Protect the Privacy of Others. Users shall respect the privacy of others when handling Highly Confidential 965 

information and shall take appropriate precautions to protect that information from unauthorized disclosure or 966 
use. 967 

 968 
2. Protect Highly Confidential or Confidential Information on Workstations and Mobile Devices.  Ordinarily, 969 

Highly Confidential information shall not be stored on workstations and mobile computing devices (laptops, 970 
flash drives, backup disks, etc.) unless specifically justified for business purposes and adequately secured. If 971 
Highly Confidential information is stored on a workstation or mobile computing device or transmitted to an 972 
external network or organization, IT resource users shall encrypt or adequately protect that information from 973 
disclosure. If Confidential information is stored on a workstation or mobile computing device or transmitted to 974 
an external network or organization, IT resource users shall adequately protect that information from 975 
disclosure. In addition to encryption, adequate protections may include the use of passwords, automatic logoffs, 976 
and secure Internet transmissions.  IT Resource users are required to secure university information on 977 
personally owned and/or institutionally provided mobile devices in accordance with the mobile device security 978 

 

1 Section 1 – IT Resource User Responsibilities was revised effective January 1, 2014. 
2 The terms private information and restricted information were changed to highly confidential information and confidential information, respectively – as of April 2014.  
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standards. The protection of Highly Confidential or Confidential information shall be in accordance with 979 
campus IT security requirements and other guidance as available from the appropriate IT service center or help 980 
desk. 981 

 982 
3. Protect Highly Confidential Data from Unauthorized Physical Access. IT resource users shall keep all 983 

Highly Confidential or Confidential information out of plain sight unless in use and shall not leave such 984 
information displayed when it is not needed. 985 

 986 
4. Protect Workstations and Other Computing Devices. IT resource users are responsible for helping to 987 

maintain the security of workstations and other computing devices by striving to protect them from 988 
unauthorized access and malicious software infections (e.g., viruses, worms, and spyware). Users shall consult 989 
the appropriate IT service center or help desk for guidance on protecting their computing devices. 990 

 991 
5. Protect Passwords, Identification Cards, and Other Access Devices. Passwords, identification cards, and 992 

other access devices are used to authenticate the identity of individuals and gain access to University resources. 993 
Each person is responsible for protecting the access devices assigned to her or him and shall not share 994 
passwords or devices with others. If a password or access device is compromised, lost, or stolen, the individual 995 
shall report this to the appropriate IT service center or help desk as soon as possible so that the access device is 996 
not used by an unauthorized person. 997 

 998 
6. Report Security Violations, Malfunctions, and Weaknesses. IT resource users shall report security related 999 

events; known or suspected violations of IT security policy; and inappropriate, unethical, and illegal activities 1000 
involving University IT resources. Users shall follow the reporting process applicable to their campus. If 1001 
unsure of the local incident reporting process, users shall call the appropriate IT service center or help desk. 1002 

 1003 
7. Utilize University Information and IT Resources for Authorized Purposes Only. IT resource users shall 1004 

access or otherwise utilize University information and IT resources only for those activities they are 1005 
specifically authorized and in a manner consistent with University policies, federal and state laws, and other 1006 
applicable requirements. 1007 

 1008 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 1009 

 1010 
A. Administrative Policy Statements (APS) and Other Policies 1011 

 1012 
The IT Security Program serves as the core for the University's IT security activities and provides general 1013 
guidance to the computing community on ensuring the privacy of personal information and the availability of 1014 
University information and IT resources and encompasses all related IT Security requirements, including the 1015 
following policy sections: 1016 

 IT Resource User Responsibilities 1017 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 1018 
 IT Security in University Operations, Business Continuity Planning, and Contracting 1019 
 IT Service Provider Security 1020 
  1021 

The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper 1022 
maintenance of university property in their charge. The administrative policy "Fiscal Code of Ethics" prohibits 1023 
use of University property for personal gain. 1024 
 1025 
The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email 1026 
and expectations for privacy in email communications. 1027 
 1028 
System-wide Mobile Device Security Standards 1029 
Standards for Data classification and System security categorization[LM1] 1030 
 1031 

B. Other Resources (i.e. training, secondary contact information) 1032 
 1033 
Educational information and resources are available on the information security website: http://www.cu.edu/ois 1034 

 1035 
Return to Main Policy Page 1036 

https://www.cu.edu/ope/forms/feedback
https://www.cu.edu/sites/default/files/StandardsforMobiledevices_0.doc
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/sites/default/files/APS6005SecI_Terms.pdf
https://www.cu.edu/ope/aps/4016
https://www.cu.edu/ope/aps/6002
https://www.cu.edu/sites/default/files/StandardsforMobiledevices_0.doc
http://www.cusys.edu/itsecurity/docs/CUdataclassification.docx
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IT SECURITY PROGRAM 1038 

Section 2:  IT Security in Personnel Job Descriptions, Responsibilities and 1039 

Training 1040 
 1041 

Brief Description:  Establishes requirements for incorporating employee responsibilities for IT security into 1042 
performance management processes, as well as ensuring employees are aware of their IT 1043 
security responsibilities and are adequately trained to fulfill those responsibilities. 1044 

 1045 
Applies to: Supervisors 1046 

 1047 
SECTION 2 – IT SECURITY IN PERSONNEL JOB DESCRIPTIONS, RESPONSIBILITIES AND 1048 
TRAINING 1049 
 1050 
I. INTRODUCTION 1051 

 1052 
Information technology (IT) security responsibilities are, to various degrees, part of all duties within the University. For 1053 
employees and job candidates it is important that the applicable IT security responsibilities are known, documented, and 1054 
accepted as part of the terms and conditions of employment. 1055 
 1056 

II. POLICY STATEMENT 1057 
 1058 
A. IT Security Guidance and Support 1059 

 1060 
1. Campus Information Security Officers shall, in collaboration with the Chief Information Security Officer 1061 

(CISO), provide information and guidance to supervisors on implementing the requirements of this policy.  1062 
2. Campus Information Security Officers shall establish and oversee IT security awareness and education 1063 

programs for their respective campuses.  1064 
 1065 

B. Supervisor Responsibilities for IT Security 1066 
 1067 

1. Supervisors shall ensure that all employees within their areas of authority are aware of their IT security 1068 
responsibilities and that these responsibilities are incorporated into employee performance management 1069 
processes and addressed in recruitment and hiring practices.  1070 

2. Supervisors shall ensure that employees provide a signed, written, or other documented acknowledgment of 1071 
their IT security responsibilities as a condition of gaining access to University information and IT resources. 1072 
Where feasible, acknowledgements should be provided prior to gaining access or as soon afterward as 1073 
reasonably possible. Personnel supervising authorities shall track and/or maintain the records of employee 1074 
acknowledgements.  1075 

3. Supervisors, in consultation with the campus Information Security Officer, are encouraged to make 1076 
recommendations on the designation of positions with significant IT security responsibilities as "security-1077 
sensitive positions."  1078 
 1079 

C. Employee Training 1080 
 1081 

1. Supervisors shall ensure that employees are adequately trained to fulfill their IT security responsibilities. 1082 
Employees with elevated computing privileges (e.g., server support technicians, user account managers, or web 1083 
page administrators) may require additional, specialized training for carrying out their IT security 1084 
responsibilities effectively.  1085 

2. All University employees including associates and other individuals, who require the use of University IT 1086 
resources to perform their duties, shall receive initial training and periodic refresher training relevant to their IT 1087 
security responsibilities.  1088 

3. Supervisors shall coordinate their local IT security training initiatives with the campus Information Security 1089 
Officer.  1090 

  1091 
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D. Changes in Employee Duties or Employment Status 1092 
 1093 

1. Supervisors shall provide timely notification to the appropriate service center or help desk when an employee's 1094 
duties or employment status changes so that access to University information and IT resources is adjusted 1095 
accordingly.  1096 

 1097 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 1098 

 1099 
A. Administrative Policy Statements (APS) and Other Policies 1100 

 1101 
The IT Security Program serves as the core for the University's IT security activities and provides general 1102 
guidance to the computing community on ensuring the privacy of personal information and the availability of 1103 
University information and IT resources and encompasses all related IT Security requirements, including the 1104 
following policy sections: 1105 

 IT Resource User Responsibilities 1106 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 1107 
 IT Security in University Operations, Business Continuity Planning, and Contracting 1108 
 IT Service Provider Security 1109 
  1110 

The "Use of Electronic Mail" Administrative Policy Statement sets forth the appropriate use of University email and 1111 
expectations for privacy in email communications. 1112 

 1113 
B. Procedures 1114 

 1115 
IT Security Training Standards and Core Topics 1116 
 1117 

C. Other Resources (i.e. training, secondary contact information) 1118 
 1119 
Educational information and resources are available on the information security website: http://www.cu.edu/ois 1120 

 1121 
Return to Main Policy Page 1122 
 1123 

  1124 
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IT SECURITY PROGRAM 1125 

Section 3:  IT Security in University Operations, Business Continuity 1126 

Planning, and Contracting 1127 
 1128 

Brief Description:  Requires IT security safeguards to be integrated into University operations, asset 1129 
management, contracting, business continuity planning, disaster preparedness, and 1130 
enterprise risk management processes. 1131 

 1132 
Applies to: Organizational Unit Directors/Chairs 1133 

 1134 
SECTION 3 – IT SECURITY IN UNIVERSITY OPERATIONS, BUSINESS CONTINUITY PLANNING, 1135 
AND CONTRACTING 1136 
 1137 

I. INTRODUCTION 1138 
 1139 
University operations are organized into Organizational Units that develop and execute strategic and tactical plans to 1140 
carry out the University's mission and achieve its objectives. In doing so, these units collect, store, and process 1141 
information that is essential to University operations and must be protected from unauthorized use and disclosure. To 1142 
ensure that University information is protected in a manner consistent with other strategic assets, Organizational Units 1143 
must implement Information Technology (IT) security safeguards as a part of normal University operations. 1144 
 1145 

II. POLICY STATEMENT 1146 
 1147 
A. IT Security Guidance and Support 1148 

 1149 
1. Campus Information Security Officers shall, in collaboration with the Chief Information Security Officer 1150 

(CISO), provide information and guidance to Organizational Units on implementing the requirements of this 1151 
policy.  1152 
 1153 

B. Information Classification  1154 
 1155 

1. Campus Information Security Officers shall provide security standards based on the criticality and sensitivity of 1156 
University information for their respective campuses.  1157 

2. Organizational Unit directors / chairs or their designees shall, following guidance from the campus Information 1158 
Security Officer, ensure that appropriate IT security safeguards are in place for the University information and 1159 
IT resources under their care. The appropriateness of the safeguards shall be determined by the criticality and 1160 
sensitivity of information involved, campus policies and guidance, and applicable external requirements (e.g., 1161 
state and federal laws, and industry standards). 1162 
 1163 

C. Continuity of Operations 1164 
 1165 

1. Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security 1166 
Officer, shall ensure that business continuity and disaster preparedness plans include all appropriate IT security 1167 
requirements and are reviewed, tested, and updated as needed to ensure the viability of such plans.  1168 
 1169 

D. IT Security Requirements in RFPs, Contracts, and Other Service Arrangements 1170 
 1171 

1. Organizational Unit directors / chairs or their designees shall, with guidance from the Procurement Service 1172 
Center and the Information Security Officer, ensure that Request for Proposals (RFP), contracts, or other 1173 
service arrangements include adequate safeguards so that contractors and other third parties protect University 1174 
information at a level that is equal to or greater than that required of University employees.  1175 

2. Organizational Unit directors / chairs or their designees, with guidance from the campus Information Security 1176 
Officers, shall ensure that access to University information and IT resources by contractors and third parties 1177 
follows established policies and procedures.  1178 
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 1179 
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E. Risk Evaluation and Handling 1181 
 1182 

1. Organizational Unit directors / chairs or their designees shall, with guidance from the campus Information 1183 
Security Officer, evaluate risks related to the protection of University information and IT resources in their 1184 
care. Organizational Unit directors / chairs or their designees shall forward issues of risk to campus authorities 1185 
with appropriate jurisdiction over those affected by the risks. 1186 

 1187 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 1188 

 1189 
A. Administrative Policy Statements (APS) and Other Policies 1190 

 1191 
The IT Security Program serves as the core for the University's IT security activities and provides general 1192 
guidance to the computing community on ensuring the privacy of personal information and the availability of 1193 
University information and IT resources and encompasses all related IT Security requirements, including the 1194 
following policy sections: 1195 

 IT Resource User Responsibilities 1196 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 1197 
 IT Security in University Operations, Business Continuity Planning, and Contracting 1198 
 IT Service Provider Security 1199 
  1200 

The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper 1201 
maintenance of university property in their charge. 1202 
 1203 

B. Other Resources (i.e. training, secondary contact information) 1204 
 1205 
Educational information and resources are available on the Office of Information Security[LM2] website.  1206 

 1207 
Return to Main Policy Page 1208 
 1209 

  1210 
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IT SECURITY PROGRAM 1211 

Section 4:  IT Service Provider Security 1212 
 1213 

Brief Description:  Requires that IT service providers (e.g., server and workstation support, programmers, 1214 
webmasters, user account administrators) incorporate IT security safeguards into the IT 1215 
services and products provided to the University community. 1216 

 1217 
Applies to: IT Service Providers 1218 
 1219 
SECTION 4 – IT SERVICE PROVIDER SECURITY 1220 
 1221 
I. INTRODUCTION 1222 

 1223 
This section of the IT Security Program Policy sets forth the Information Technology (IT) security safeguards that must 1224 
be taken by every IT service provider. These safeguards are necessary to protect University information from 1225 
inappropriate access, disclosure and misuse; provide assurances that information resources are available as needed for 1226 
University business; and comply with applicable policies, laws, regulations, rules, grants, and contracts.  Campus 1227 
Information Security Officers may require additional safeguards so as to address campus specific risks or compliance 1228 
requirements. 1229 
 1230 

II. POLICY STATEMENT 1231 
 1232 

A. IT Security Oversight and Guidance 1233 
 1234 

Campus Information Security Officers in collaboration with the Chief Information Security Officer (CISO) shall 1235 
provide guidance and information as needed to IT service providers on implementing the requirements of this 1236 
policy. IT service providers shall be aware that purchases of IT goods and services may be subject to a security 1237 
review by the campus Information Security Officer or a designated campus authority. 1238 
 1239 
Organizational Unit directors / chairs shall be aware of their responsibilities, as described by IT Security in 1240 
University Operations, Continuity, and Contracting, to ensure that adequate safeguards are implemented for the IT 1241 
resources under their control. 1242 

 1243 
B. Life Cycle Management 1244 

 1245 
Campus IT service providers shall ensure that IT security controls are appropriately implemented and managed 1246 
throughout the life of the IT resources under their responsibility. This is to ensure that security is addressed in the 1247 
design and purchase of new systems, implementation of new or modified systems, maintenance of existing systems, 1248 
and removal from service of end-of-life systems. 1249 

 1250 
C. IT Resource Security Management 1251 

 1252 
Providing an IT service is a complex undertaking that requires continuous monitoring, maintenance, and system 1253 
management to ensure that University information is adequately protected as it is processed, stored, and transmitted. 1254 
Therefore, IT service providers shall implement the following controls where appropriate for the IT resources under 1255 
their responsibility: 1256 

 1257 
1. System and application security management. IT resources shall be maintained according to industry and 1258 

vendor best practices to ensure that system and application updates, vulnerability fixes, security patches, and 1259 
other modifications are applied in a timely fashion. Where applicable these practices shall include vulnerability 1260 
management, system/application hardening, and security testing. 1261 

 1262 
2. Malicious activity protection. IT resources that transmit or receive information on a University-managed 1263 

network shall be adequately protected from malicious activities, such as viruses, worms, and denial of service 1264 
attacks. 1265 

 1266 
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3. Data backup and recovery. University information shall be backed up and retained as appropriate for business 1267 
needs, retention schedules, and legal requirements as provided by law or related university policy. Data 1268 
backups shall be tested where appropriate to ensure the effective recovery of information. 1269 

 1270 
4. Media handling and storage. Electronic storage media (e.g., CD-ROMs, memory sticks, disk drives, tapes, 1271 

cartridges, etc.) shall be appropriately protected from loss and unauthorized access. All media containing 1272 
Highly Confidential and Confidential information shall be stored in a secure location and adequately protected 1273 
with a safeguard that restricts access to authorized personnel only. In addition, Highly Confidential information 1274 
stored on portable electronic media shall be encrypted or otherwise adequately protected based on security 1275 
standards and guidance from the campus Information Security Officers. 1276 

 1277 
5. Disposal of electronic equipment and media. Computing and network equipment and storage media shall be 1278 

purged of all University information so that information is not recoverable, or destroyed before disposal or 1279 
release from University control to a third party. In the rare event the information is not purged prior to release 1280 
or the device destroyed prior to disposal, the IT service provider shall acquire confirmation from the contracted 1281 
third party that the information is properly purged. For equipment and media that is to be redeployed within the 1282 
University, the IT service provider shall purge all information not authorized for access by the receiving 1283 
person(s) prior to redeployment. 1284 

 1285 
D. Access Management 1286 

 1287 
Although students, faculty, and staff require access to University information resources for academic and business 1288 
purposes, this access must be limited to what is needed for his/her work. Use of resources beyond that which is 1289 
authorized results in unnecessary risks to University information with no corresponding academic or business value. 1290 

 1291 
1. User access management. IT service providers shall manage user access to the IT resources under their 1292 

responsibility, so that such access is appropriately authorized, documented, and limited to that which is needed 1293 
to perform authorized tasks. Because a user's responsibilities and relationships with the University change over 1294 
time, IT service providers shall ensure that user access privileges are regularly reviewed and adjusted to comply 1295 
with currently authorized activities. 1296 

 1297 
2. IT resource access controls. IT service providers shall ensure that IT resources under their responsibility 1298 

(developed, purchased or otherwise used to handle University information) have adequate features and controls 1299 
to support the proper management of user access as described in section II.D.1. 1300 

 1301 
3. Network security controls. IT service providers shall ensure that electronic access to and use of the campus data 1302 

networks under their responsibility is adequately controlled to protect data network equipment and other 1303 
networked IT resources.  1304 

 1305 
E. Physical and Environmental Security 1306 

 1307 
University data centers and IT resources shall be sufficiently protected from physical and environmental threats to 1308 
prevent the loss, damage, or compromise of assets, and interruption to business activities. 1309 

 1310 
1. Data centers. Data center owners, managers, or their designees shall, following guidance from the campus 1311 

Information Security Officer, ensure that data center facilities under their responsibility have adequate physical 1312 
security safeguards. These safeguards may include: physical barriers (e.g., walls, gates, locked doors), access 1313 
controls (e.g., identification cards, visitor escorts and logs, facility/equipment repair records), environmental 1314 
controls and protections (e.g., uninterruptible power supplies, generators, temperature and humidity systems, 1315 
fire suppression units). 1316 

 1317 
2. IT resources. IT service providers shall ensure that all IT resources under their responsibility have adequate 1318 

physical security safeguards. While the value of these IT resources may not rise to that found in a data center, 1319 
the physical protections normally afforded to IT resources within a data center should be employed where 1320 
reasonable and appropriate. 1321 

 1322 
F. Incident Detection and Reporting 1323 

 1324 
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IT service providers shall monitor for and report security breaches or other significant security events involving the 1325 
IT resources under their control, following guidance from the campus Information Security Officer. 1326 

 1327 
III. RELATED POLICIES, PROCEDURES, FORMS, GUIDELINES, AND OTHER RESOURCES 1328 

 1329 
A. Administrative Policy Statements (APS) and Other Policies 1330 

 1331 
The IT Security Program serves as the core for the University's IT security activities and provides general guidance 1332 
to the computing community on ensuring the privacy of personal information and the availability of University 1333 
information and IT resources and encompasses all related IT Security requirements, including the following policy 1334 
sections: 1335 

 IT Resource User Responsibilities 1336 
 IT Security in Personnel Job Descriptions, Responsibilities and Training 1337 
 IT Security in University Operations, Business Continuity Planning, and Contracting 1338 
 IT Service Provider Security 1339 

 1340 
The Laws of the Regents, section 14.A.4 states that employees shall be responsible for the safekeeping and proper 1341 
maintenance of university property in their charge. 1342 

 1343 
B. Other Resources (i.e. training, secondary contact information) 1344 

 1345 
Educational information and resources are available on the Office of Information Security website. 1346 

 1347 
Return to Main Policy Page 1348 
 1349 

 1350 
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