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ADMINISTRATIVE POLICY STATEMENT 
 

 

Policy Title:  Responsible Use of Artificial Intelligence (AI) 1 

APS Number:  6012 APS Functional Area:  INFORMATION TECHNOLOGIES 2 

 3 

Brief Description:  The University of Colorado (“University” or “CU”) is committed to supporting the 4 
responsible exploration of the rapidly growing field of AI tools while encouraging and 5 
supporting innovation, protecting privacy, ensuring security, and upholding transparency, 6 
fairness, and appropriate human oversight in alignment with its mission and values 7 

Effective:   TBD (Pending) 8 

Approved by:   President Todd Saliman (Pending) 9 

Responsible University Officer: Associate Vice President and Chief Information Officer 10 

Responsible Office:  University Information Services 11 

Policy Contact: University Information Services 12 

Supersedes: N/A 13 

Last Reviewed/Updated:  TBD (Pending) 14 

Applies to:  Universitywide 15 

 16 

Reason for Policy: This Policy establishes a basic framework for the responsible, ethical, and secure use of AI, including 17 
GenAI, across the University of Colorado (“University” or “CU”). 18 
 19 
Generative AI (GenAI) is a subset specific branch under the broad umbrella of Artificial Intelligence (AI) that can generate . 20 
While traditional AI focuses on analyzing data, identifying patterns, and making predictions or decisions, GenAI takes those 21 
learned patterns and uses them to create entirely new, original content like text, images, code, or music or other forms of 22 
synthetic content based on patterns learned from training data. 23 
 24 
The policy establishes a systemwide governance framework to support the responsible use of GenAI across academic, research, 25 
administrative, and operational contexts at the system and campus levels. 26 
 27 
As per Regent Law 5.A.1.B: "(B) Tenured and tenure-track faculty with appropriate participation by instructional, research, 28 
and clinical faculty, have the principal responsibility for decisions concerning pedagogy, curriculum, research, scholarly or 29 
creative work, academic ethics, and recommendations on the selection and evaluation of faculty.  The development of general 30 
academic policies shall be a collaborative effort between the faculty and administration." This principal responsibility includes 31 
decisions about the use of AI tools within those contexts and consistent with other Regent Laws and Policies.   32 
 33 
Beyond the contexts noted in Regent Law 5, final decision-making authority on the use of AI at CU rests with the President 34 
and the Chancellors. This Policy (“Policy”) establishes the framework within which system and campus responsibilities are 35 
defined and carried out. 36 

 37 

Version: DRAFT-4 
NOTE: This is the redline changes from the previous clean draft.  To 
see the prior drafts click below.  

Draft-1 
 

Draft-2 
 

Draft-3 
 

https://www.cu.edu/ope/forms/feedback/aps/AI
https://www.cu.edu/sites/default/files/aps/347904-aps-6012-responsible-use-artificial-intelligence-ai/draft/6012draft.pdf
https://www.cu.edu/sites/default/files/aps/347904-aps-6012-responsible-use-artificial-intelligence-ai/draft/6012Draft2.pdf
https://www.cu.edu/sites/default/files/aps/347904-aps-6012-responsible-use-artificial-intelligence-ai/draft/6012draft3.pdf
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I. INTRODUCTION 38 
 39 

The use of any AI tool (stand-alone or embedded) for University academic, research, scholarly and creative work 40 
(hereafter noted as research) or administrative activities (“University Activities”) must comply with CU’s data security, 41 
privacy, and intellectual property policies. 42 
 43 
Users need to consider the security, privacy and handling of any information they provide to GenAI tools and vendors, as 44 
well as evaluating the quality and accuracy of the output of the system.  45 

 46 

II. ETHICAL PRINCIPLES FOR AI USE 47 
 48 
AI should be used in ways that are advanceconsistent with the University’s mission of education, research, service, and 49 
public impact. AI should be used in ways that preserve academic freedom, safeguard privacy and institutional data, 50 
maintain appropriate security and risk management, promote fairness and inclusion, and support appropriate and equitable 51 
access to AI capabilities, recognizing that tools and implementations may vary across disciplines and use cases.   52 
 53 
AI should not be used to deceive, manipulate, misrepresent, circumvent established requirements or controls, or 54 
compromise the integrity of research, scholarship, teaching, or other academic work.  55 
 56 
Consistent with applicable laws, regulations, and University policies, individuals and units may determine that certain 57 
activities should not rely on AI and may establish appropriate alternative processes where feasible. 58 

 59 
AI should be used in ways that maintain and prioritize human judgment and creativity, aligning with the University’s 60 
mission to provide high-quality education and to advance research and service. Use of AI does not replace or alter existing 61 
decision-making authority. Responsibility and accountability for decisions and outcomes cannot be delegated to an AI 62 
system. Users must recognize that AI systems may reflect or amplify inaccuracies, biases, or incomplete information and 63 
should exercise judgment when relying on AI-generated outputs. Oversight requirements will be defined through campus 64 
AI governance processes. 65 
 66 
AI should be used with awareness of potential impacts on individual wellbeing. Users should exercise caution when 67 
applying AI in contexts involving sensitive personal, emotional, or psychological matters, and should not rely on AI as a 68 
substitute for qualified professional or institutional support services. 69 
 70 
The University recognizes that digital technologies, including AI, consume significant computational and natural 71 
resources. Consistent with CU’s commitment to responsible stewardship, institutional decisions regarding the 72 
procurement, implementation and use of AI tools should, where feasible, consider resource consumption and 73 
environmental impact as part of broader technology evaluation. 74 

 75 
III. POLICY STATEMENT 76 

 77 
A. Scope and General Requirements: This Policy governs the use of AI for University activities by all CU students, 78 

faculty, staff, and other individuals or entities using University information technology resources or acting on behalf 79 
of the University (“Users”). All use of AI for University activities must comply with applicable laws, regulations, and 80 
University policies and procedures, including those related to classified data. Key applicable CU policies and practices 81 
include, but are not limited to: 82 

1. Acceptable Use Policies: Users of AI tools must adhere to campus IT acceptable use policies which require ethical 83 
and legal use of IT resources.  84 

2. APS 6005 – IT Security Program: CU’s baseline security standards (APS 6005) apply to AI and data.  Users must 85 
protect University data when using AI tools. Confidential and highly confidential data (including but not limited to 86 
Social Security numbers, financial account numbers, driver’s license/state IDs, HIPAA Protected Health 87 
Information, FERPA-protected student information or other data classified as “confidential” or “highly 88 
confidential” under APS 6010) may only be entered into AI approved for the applicable data classification.  89 
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3. APS 6010 – Data Governance: Any AI tool that handles University data must comply with CU’s data governance 90 
and data classification requirements (APS 6010).   In practice, this means data used by AI must be classified (e.g., 91 
public, confidential, or highly confidential) and protected accordingly. The input of confidential and/or highly 92 
confidential data into an AI tool that has not been reviewed and approved for use by campus IT is strictly 93 
prohibited.  94 

4. APS 2027 Code of Conduct: The use of AI tools at CU must reflect the University’s commitment to upholding the 95 
highest ethical, professional, and legal standards. AI tools may not be used in ways that violate conduct 96 
expectations for CU faculty, staff and students.  97 

 ies and 5.I,APS 1013 and APS 1014: Use of AI tools must comply with these policies, applicable agreements, and 98 
U.S. copyright law. Individuals may submit copyrighted or other protected materials to an AI tool only when they 99 
own the materials or are otherwise authorized to use them for that purpose. Any restrictions on use, disclosure, 100 
licensing, or model training must be observed. Ownership and permitted use depend on the nature of the material, 101 
the individual’s relationship with the University, and any applicable policy, employment, research, sponsorship, or 102 
other agreement. Intellectual Property related to discoveries, patents and educational material: Faculty intellectual 103 
property (IP), such as course materials and other instructional materials, may not be submitted to AI tools for 104 
model training or other secondary uses without their express permission. 105 

5. Intellectual Property 106 
A. Regent Policies 5.H and 5.I, APS 1013 and APS 1014 Intellectual Property related to discoveries, patents 107 

and educational material: Faculty intellectual property (IP), such as course materials and other 108 
instructional materials, may not be submitted to AI tools for model training or other secondary uses 109 
without their express permission. See Regent Policies 5.H and 5.I, APS 1013 and APS 1014 for further 110 
details on faculty intellectual property ownership.  111 

B. Students retain ownership of their original work except where University policy, employment agreements, 112 
sponsored research agreements, or other applicable law or contractual obligations provide otherwise. 113 

 114 
5.  115 

 116 
6. APS 2006 Records Retention: AI-related content, including prompts, outputs, and related records that are retained, 117 

must be managed in accordance with University records retention requirements. Users are responsible for ensuring 118 
that such records are retained, managed, and disposed of in compliance with APS 2006 and applicable records 119 
management guidance. 120 

7. University procurement policies and procedures: The procurement of AI tools must follow the University’s 121 
procurement policies and procedures, including appropriate fiscal, cybersecurity and accessibility reviews.  122 

7.8. Users may not input, upload, or provide data to any AI tools if doing so would violate legal, contractual, or 123 
licensing restrictions, including by enabling unauthorized access, retention, reuse, disclosure, or training by AI tool 124 
vendors. 125 

Examples of materials subject to external data protection requirements include, but are not limited to: 126 

A. Protected Health Information (PHI) regulated by the Health Insurance Portability and Accountability Act 127 
(HIPAA) 128 

B. Student information protected by the Family Educational Rights and Privacy Act (FERPA) 129 

B.C. United States Copyright Law (Title 17 of U.S. Code) 130 

C.D. Research data protected by conditions specified in grants and contracts which may include 131 
adherence to standards like ITAR/EAR, CMMC, FISMA, etc.  132 
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D.E. Payment card data protected by contractual agreement to adhere to the Payment Card Industry Data 133 
Security Standard (PCI-DSS).  134 

8.9. As a public institution, the University is subject to the Colorado Open Records Act (CORA). Prompts, outputs, and 135 
related records (including logs, where applicable) may be subject to disclosure upon request. The University will 136 
comply with CORA while continuing to protect information that is exempt from disclosure under applicable law. 137 

9.10. Responsible Implementation: University units and individuals procuring and deploying AI tools are remain 138 
responsible, within the scope of their roles and authority, for complying ensuring compliance with applicable laws, 139 
regulations, and University policies and procedures.   140 

10.11. Branding standards: AI-derived content used for official communications must comply with branding, 141 
communication, marketing, photography, videography, and web policies. 142 

11.12. AI Model Training: University data, including information related to students, faculty, and staff, must not be 143 
used for external or commercial AI model training unless explicitly authorized through approved agreement and 144 
campus or system governance and in compliance with applicable privacy, security, and data governance policies. 145 
Data subject to third-party ownership or intellectual property rights must not be used for any AI model training 146 
without affirmative and informed consent by all intellectual property owners. 147 

The University will maintain and communicate guidance on approved AI tools and any applicable restrictions or 148 
conditions associated with their use. 149 

B. Governance Structure:  150 
 151 
The University shall establish a structure of advisory committees to inform and support decision making regarding the 152 
procurement and use of AI tools and to support and not stifle innovation. These groups shall include members with 153 
expertise in the committee’s scope of responsibility to ensure that their actions are well informed.  154 
 155 
The University’s AI governance structure is intended to encourage responsible use and support innovation while 156 
managing institutional risk.  157 
 158 
Campus AI Committees: Each campus Chancellor (or designee) shall appoint a Campus AI committee(s) to 159 
implement this Policy on their campus and develop further campus-specific policy in this area. The Chancellor (or 160 
designee) shall appoint the members of the committee and shall include representation from current members of 161 
campus shared governance bodies. Campus governance groups shall provide 1-3 nominations for the chancellors to 162 
select from. The Chancellor shall designate a chair to provide coordination and leadership for this work. Directed by 163 
guidance from the Chancellor (or designee), the campus AI Committees should support coordination, responsible use 164 
and innovation, consistent with this Policy, campus practices and the Chancellor’s (or designee) guidance. Campus AI 165 
Committees shall not supersede the faculty responsibilities established in Regent Law 5.A. 166 

Faculty AI Committees: Consistent with shared governance principles, and Regent Law and Policy, including 167 
academic freedom, campus faculty shared governance bodies are responsible for establishing and maintaining faculty-168 
led committees or processes to address campus level concerns in the academic and instructional use of AI tools, 169 
including guidance for teaching, learning, and research. Consistent with academic rights and responsibilities, 170 
individual fFaculty shall ensure that AI use aligns with academic standards, disciplinary norms, institutional practices, 171 
and pedagogical goals.  172 

 173 
Systemwide AI Committee:  The President shall appoint a Systemwide AI Committee to support coordination and 174 
oversight of AI use across the University. The President (or designee) shall appoint the members of the committee and 175 
designate a chair to convene the committee. The Systemwide AI Committee will include representation from each 176 
campus’s AI committee, representatives from each systemwide shared governance body, and other members as 177 
designated by the President. System-wide shared governance groups shall provide the President 1-3 nominations to 178 
select from. 179 

The charge to the Systemwide AI committee will be determined by the President and will include, but not be limited 180 
to: 181 
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• Support campus efforts to use AI responsibly and as a tool for innovation; 182 

• Serve as a centralized AI support and coordination body; 183 

• Facilitate sharing of information and resources across campuses; 184 

• Recommend common guidance (e.g., templates for AI risk assessment); 185 

• Support consistent understanding of this Policy; 186 

• With input from Campus AI Committees, review and recommend AI tools proposed for systemwide use 187 
and procured with systemwide funds. 188 

 189 
The Systemwide committee shall meet as needed and, will receive their charge from the President. At the President’s 190 
request, the committee  may recommend updates to this Policy and will provide review of feedback and proposed 191 
changes to this Policy at the request of the President. Committee members are expected to serve as liaisons to their 192 
respective groups, and the chair will help ensure effective coordination and information flow across the University. 193 

C. AI Risk Assessment: Before implementing or deploying any new AI tool for University Activities, all University units 194 
must ensure that appropriate review and approval processes are followed consistently with applicable University 195 
procedures and policies. 196 
 197 
AI tools being procured, deployed, integrated, or implemented for University use must undergo review, as defined by 198 
applicable System or Campus procedures and policies, when the tool will access, store, transmit, or otherwise process 199 
University data, significantly shape decisions affecting individuals, or integrate with University systems.Any AI tool 200 
that may process University data, significantly shape decisions affecting individuals, or be integrated with University 201 
systems must undergo review as defined by the appropriate System or Campus procedures and policies. Such review 202 
may include evaluation of: 203 
 204 

• Data privacy and data classification requirements 205 
• Information security controls and compliance with APS 6005 206 
• Data governance requirements under APS 6010 207 
• Accessibility requirements under applicable laws and University policy 208 
• Legal and contractual obligations 209 
• Potential risks related to bias, fairness, or unintended effects on individuals 210 
• Effects on existing content, data, technology and business processes 211 
• Fiscal and other resource requirements 212 

 213 
D. Responsible Use of GenAI tools: GenAI, as a subset of AI, is governed by the scope and general requirements set 214 

forth earlier in this policy. Consistent with those provisions, the University of Colorado commits to a transparent and 215 
appropriate human-centered approach to GenAI. To that end: 216 

 217 
1. Disclosure of GenAI Involvement: Users must disclose their use of GenAI to an appropriate audience when such 218 

use contributes to University decisions or other high-impact outputs created in an official University capacity, 219 
considering the context and potential impact. High-impact outputs generally include those that significantly affect 220 
individuals, communicate important institutional positions or decisions, or are distributed broadly to the University 221 
community or external audiences.  222 
 223 

2. Human Oversight and Accountability: The human oversight principles established in Section II apply to all uses of 224 
GenAI.  Because GenAI systems can generate inaccurate, biased, incomplete or fabricated content, individuals 225 
using GenAI are responsible for reviewing outputs for accuracy, appropriateness, and consistency with applicable 226 
University requirements before relying on or using them in University activities.   227 

 228 
3. Use of GenAI tools in CU Coursework: In alignment with CU Regent Law 5.B (academic freedom), this policy 229 

does not dictate the use or non-use of AI tools in coursework. Schools, colleges, departments, or academic 230 
programs, through appropriate shared governance processes, may establish guidance regarding the use of GenAI in 231 
coursework or instructional activities within their academic units. Such guidance must be consistent with this APS 232 
and applicable campus policies and procedures. 233 
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 234 
4. Use of GenAI tools in Research and Academic Works: Faculty shared governance bodies and professional 235 

academic organizations can develop best practices for risk management strategies regarding the use of GenAI tools 236 
in research and academic works. 237 

 238 
5. Use of GenAI tools in administrative and staff work: University staff may use GenAI tools to support 239 

administrative, operational, and service functions, provided such use complies with this policy, including II.D.1,2, 240 
and other applicable University policies and procedures regarding data privacy, information security, and records 241 
management. 242 

 243 
6. Supervisors and units may establish additional guidance for the appropriate use of GenAI in administrative 244 

functions, consistent with this policy and in coordination with campus and systemwide guidance where 245 
appropriate.  246 

 247 
7. GenAI depiction of real people: GenAI representations, or GenAI driven representations (images, 3D objects, 248 

video or voice) of real people must not be created or distributed without their explicit, informed consent, unless the 249 
use is intended to support academic freedom.    250 

 251 

7.  252 

These expectations also apply to university‑created, public‑facing content, including communications, marketing, 253 
and promotional materials, particularly where AI is used to generate or modify depictions of real individuals.  254 
 255 

8. Creation of sexualized content using GenAI: GenAI tools may not be used to intentionally create sexualized 256 
content (including images, 3D objects, video or audio) depicting real individuals. Under  no circumstances may 257 
sexualized or suggestive depictions ofr minors be created, regardless of their relation (or lack thereof) to real 258 
people., including minors.       259 

 260 
9. Users of GenAI tools must perform due diligence to ensure that outputs do not infringe copyright. 261 

 262 
E. Violations: Policy violations may result in disciplinary action consistent with applicable University policies and 263 

procedures, including but not limited to employee discipline, student conduct processes, termination of access to 264 
University systems, and other administrative or legal remedies as appropriate. 265 

 266 
IV. RELATED POLICIES 267 

 268 
A. APS 5065 - Protected Class Non-Discrimination. 269 
B. APS 6005 - IT Security Program. 270 
C. APS 6010 – Data Governance 271 
D. APS 2027 – Code of Conduct 272 
E. APS 2006 – Records Retention 273 
F. APS 1013 - Intellectual Property Policy on Discoveries and Patents for Their Protection and Commercialization 274 
G. APS 1014 - Intellectual Property That is Educational Material: Administrative and Instructional Use 275 
H. Campus IT Acceptable Use Policies 276 
I. Colorado Consumer Protection Act on Artificial Intelligence (CRS 6-1-1701 - 6-1-1707) 277 
J. Regent Law 5.A and 5.B.1 278 
J.K. Regent Policy 5.H and 5.I 279 

 280 
V. HISTORY 281 
 282 

Review Cycle: This Policy will be reviewed on a periodic basis and more frequently as needed to address changes in 283 
technology, applicable law, and University practices. 284 

 285 

https://www.cu.edu/ope/forms/feedback/aps/AI
https://www.cu.edu/ope/aps/5065
https://www.cu.edu/ope/aps/6005
https://www.cu.edu/ope/aps/6010
https://www.cu.edu/ope/aps/2027
https://www.cu.edu/ope/aps/2006
https://www.cu.edu/ope/aps/1013
https://www.cu.edu/ope/aps/1014
https://law.justia.com/codes/colorado/title-6/fair-trade-and-restraint-of-trade/article-1/part-17/
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• Adopted:  TBD (Pending) 286 
• Revised:  N/A 287 
• Last Reviewed:  TBD (Pending) 288 

 289 
Definitions 290 
 291 
AI tool – a commercial or non-commercial technology that includes artificial intelligence-based capabilities. This includes 292 
tools that are open-source projects and tools developed by members of the CU community. These tools may be primarily 293 
focused on AI capabilities (like a Large Language Model chat tool) or may provide AI capabilities as an addition to the core 294 
capabilities (like a word processor with AI-based content feedback).  295 
 296 
Generative AI (GenAI) is a specific branch under the broad umbrellasubset of Artificial Intelligence (AI) that can generate . 297 
While traditional AI focuses on analyzing data, identifying patterns, and making predictions or decisions, GenAI takes those 298 
learned patterns and uses them to create entirely new, original content like text, images, code, or music, or other forms of 299 
synthetic content based on patterns learned from training data. 300 
 301 
Material Influence - To provide AI-generated outputs that are a meaningful factor in making a consequential decision by 302 
informing, ranking, scoring, recommending, classifying, predicting, or otherwise substantially altering how a consequential 303 
decision is made. Incidental, clerical, or administrative uses that do not meaningfully affect the outcome are not considered to 304 
materially influence a decision. 305 
 306 
Meaningful Human Review - Review conducted by an individual with appropriate authority who understands the intended use 307 
and limitations of the AI system, considers relevant information beyond the AI output, and has the ability to approve, modify, 308 
or override AI-assisted recommendations before or after a consequential decision, as appropriate. 309 
 310 
Consequential Decision – A legal or material decision, that influences an individual’s access to education, employment, 311 
financial services, disciplinary outcomes, health-care services, housing benefits, or other similarly significant effect on an 312 
individual. Consistent with applicable law, routine administrative, instructional, operational, or support activities that do not 313 
materially influence such outcomes are not considered consequential decisions. 314 
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