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This 30-minute course covers the

) resources that must be read and

Cu: Cloqd Required for Cloud understood before gaining access to your
Foundations Foundations Service LCA1 AWS account.

Service Customers |customers utilizing the
LCA1 AWS environment. | HCM Course Code: u00278

Training
Start Course [3]
This 60-minute course covers the
cU: Cloud resources that must be read and
: Ou_ Required for Cloud understood before gaining access to your
Foundations Foundations Service LCA1 AWS account.
Service Team customers utilizing the
Trai ning LCA1 AWS environment. | HCM Course Code: u00279
Start Course 4
This 30-minute course is for all Pls and
_ Required for all CU personnel who use Controlled Classified
CU: Controlled employees who use Information (CUI) in their work.
Unclassified Controlled Classified
Information (CUI) Information (CUI) in their | HCM Course Code: u00189
work.

Start Course [s]

This 30-minute course covers data center
policy and procedures at CU Denver and
CU Anschutz Medical Campus. It covers
three areas: fire systems, access
systems, and data center policy.

Required for anyone
CU: Data Center who has access to the
Policy and data centers on the CU
olicy Denver campus or the
Procedures CU Anschutz Medical

HCM Course Code: u00206
Campus.

Start Course [g]
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CU: Information
Security
Awareness

Required for all CU
employees.

This 30-minute course covers how to
protect university and private information.
To receive credit, all the course modules
and video content must be completed and
the final quiz must be passed with a score
of at least 70 percent. The course was
previously titled Information Security and
Privacy Awareness.

HCM Course Code: u00063

Start Course [7]

CU: Information
Security for IT
Service
Practitioners

Required for all IT staff,
including central and
departmental personnel
at each campus and
anyone who manages IT
at CU.

This 30-minute course covers the four
key concepts of the CU's Information
Technology Security Program Policy,
APS 6005. CU: Information Security
Awareness is the prerequisite for this
course.

HCM Course Code: u00064

Start Course ]

CU: IT Business
Essentials 1:
Communication
and Presentation

Recommended to a
variety of audiences.

This 4-hour first course in the IT Business
Essentials track covers foundational
techniques involved in delivering clear,
concise, and compelling information. This
includes verbal, written, and presentation
style. Each module in this course links to
learning materials that have been
designed to reinforce and expand upon
previously presented information. After
completing this course, be sure to attend
the corresponding facilitated session.

HCM Course Code: u60014

Start Course [9]
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CU: IT Business
Essentials 2:
Technical Writing
and Documentation

Recommended to a

variety of audiences.

This second 4-hour course in the IT
Business Essentials track covers the
essentials of technical writing and
documentation, along with its
significance. It teaches techniques to
translate complex information into clear,
user-friendly language and covers
formats for common technical
documentation such as user guides, how-
to guides, and standard operating
procedures (SOPs).

HCM Course Code: u60015

Start Course [9]

CU: IT Business
Essentials 3:
Business Analysis

Recommended to a

variety of audiences.

This third 4-hour course in the IT
Business Essentials track covers building
a practical Business Analysis mindset,
helping you to uncover real needs,
engage stakeholders, frame problems
clearly, and visualize processes for better
decisions using simple, repeatable
techniques.

HCM Course Code: u60016

Start Course [10]

CU: IT Business
Essentials 4:
Relationship

Recommended to a

variety of audiences.

This final 4-hour course in the IT
Business Essentials track covers the
fundamentals of relationship
management and stakeholder
engagement.

Confidentiality
Agreement

Management HCM Course Code: u60017

Start Course [11

This course was retired on 7/11/2023 and
cU IT replaced by CU: Information Security for

Retired.

IT Service Practitioners (u00064)
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CU: LASP CUI
Awareness

This course is required
for all LASP employees.

After completing this 40-minute course,
you will be able to identify security risks to
CU, prevent improper access to or use of
CU, mark CUI according to regulation,
report incidents that put CUI at risk, and
find resources for additional information
on CUL.

HCM Course Code: u00246

Start Course [12]

CU: Parking
Services Credit
Card Security

This course is
recommended for all
Parking Services
employees.

After completing this 20-minute course,
employees will be able to explain the
importance of credit card security and
keeping cardholder data safe, follow the
policies for securing cardholder data, and
report any suspected breach of
cardholder data.

HCM Course Code: u00277

Start Course [13]

CU: Payment Card
Security - CU
System

Required for all
University of Colorado
staff and student
employees who process
credit card transactions
through a CU merchant
account to accept secure
in-person or online
payments.

Start Course [14]

This 30-minute course will cover
responsibilities for protecting cardholder
data.

HCM Course Code: u00162
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CU: IT Security PCI
DSS v4

Required for current
Campus Merchants and
their IT staff; general PCI
system users such as
accountants, ticket
sellers, and cashiers
who work with PCI
security compliance.

In this 45-minute course, we identify the
major changes from version 3.2.1 to
version 4 of the Payment Card Industry
Data Security Standard (PCI DSS). Four
important guidelines are covered: Version
3 changes to the PCI Data Security
Standard, building a security-minded
culture, scoping the cardholder data
environment, and completing a Self-
Assessment Questionnaire.

HCM Course Code: u00227

Start Course [15]

CU: Self-Service
Data for Student
Information

Required for faculty or
staff who are
school/college
administrators seeking to
access the dashboard to
verify student
information.

This 30-minute course describes how to
use a self-service data dashboard to
verify student vaccination status and is
required for anyone seeking to access
dashboards containing student vaccine
information. Upon completion of this
course, you should be able to verify
student vaccination status using a data
dashboard. This course should take
about 30 minutes to complete. You
should also complete FERPA online
training before accessing any dashboard
containing student data.

HCM Course Code: u00230

Start Course [16]
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