
Published on University of Colorado (https://www.cu.edu)

Home > Stay safe over WI-FI by connecting to CU's VPN

Stay safe over WI-FI by connecting to CU's VPN [1]

September 10, 2020 by UIS Communications [2]

Accessing the internet on an unsecured Wi-Fi network means you could be exposing private 
information. That’s why a virtual private network [3], better known as a VPN, is a must for 
anyone looking to maintain online security and privacy.

A VPN works by creating a private network from a public internet connection. This can protect 
the information you share or access over the internet against cyberthieves on the same 
network who could otherwise capture your login credentials, credit card numbers, social 
security number and other private information.

With CU’s Cisco AnyConnect VPN [4], you can establish a secure and encrypted connection 
on any network and mask your internet protocol (IP) address so your online actions are 
virtually untraceable.

Encryption makes your data unreadable by scrambling all incoming and outgoing traffic 
so that it can only be “read” using a unique key. You can increase Wi-Fi security by 
connecting to a VPN at home and when traveling.
Using CU’s Cisco AnyConnect VPN may be required to access many CU-specific drives 
and applications.
You can connect to a VPN using your computer or any Wi-Fi-enabled mobile device.
VPN’s are a great way to increase security even on trusted networks, but always be 
sure to connect to the VPN before using unsecured networks or public Wi-Fi.

Learn how to set up the CU VPN for your computer, Android and IOS phone.  [5]
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