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Install and Configure Cisco AnyConnect VPN

PURPOSE:
¢ Installing and configuring Cisco AnyConnect
¢ Enabling and Disabling Cisco AnyConnect

¢ VPN Options
VERSION SUPPORTED: 4.5.02033

HOW TO INSTALL AND CONFIGURE CISCO ANYCONNECT VPN FOR WINDOWS:

From the desktop, open up a web browser (Google | o weroon B = E
Chrome, Mozilla Firefox, Microsoft Edge, or G @ Chome | chrome/welcome-win10 * @
Internet Explorer).

Note: Google Chrome will be used in this example. c.-

Welcome to Chrome
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Type in vpn01.cu.edu into the address bar. c (@
You will reach a login page, login using your CU [ S vensenice X+
SyStem Username and PaSSWOFd < &) &  hitps://vpn01.cu.edu/+CSCOE+/logon.htmi#form_title_text
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14 Login
Please enter your username and password
GROUP: CU-System-VPN v

USERNAVE
FASSWORD:

Login
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Click on the AnyConnect button on the bottom of
the list on the left-hand side.
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Select the “Start AnyConnect” button on that page.
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Browse Networks
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ﬂ}' Start AnyConnect

It will then load a few items, after it finishes click
the blue link for “AnyConnect VPN”
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AnyConnect Secure Mobility Client

"j} WebLaunch

Platform
" Detection

- Java Detection

- Download

Manual Installation

Web-hased installation was unsuccessful. If you wish to
install the Cisco AnyConnect Secure Mobility Client, you
may download an installer package.

Install module(s) below in the listed sequence. Platforms
supported: Windows 7 SP1 or newer

AnyConnect VPN

Alternatively, retry the automatic installation

Help Download
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This will download the client in the web browser, in D rtpspr0laucdu/sCSCOE X
Google Chrome this shows up on the bottom O e O DO
section of the page, but other browsers may place ‘m
the download in a different location. = N,
'1"/ e Appicaions (5 stleli - AnyConnect Secure Mobility Client
| -\-I,:) Browse Hetworks Manual Installation
'} WebLaunch
Qprmcrmer 2 et B o S

Install module(s) below in the listed sequence. Piatiorms
supported: Windows 7 SP1 of newer

- Java Detection
AnyConnect VEN

Aliematively, retry the auomatic installation
- Download

Help

anyconnect-win-d...exe Showall X

If you cannot find the download, it should go to the
Downloads folder within Windows.
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We will then run this download by clicking on it in
Chrome. Other browsers may offer a “Run” option
instead, which acts the same. It will then open up
an installer.

Click “Next.”

VPN

]’E‘ Cisco AnyConnect Secure Mobility Client Setup x

Welcome to Cisco
" # AnyConnect Secure
2 Mobility Client Setup
' Wizard

The Setup Wizard will install Cisco AnyConnect Secure
L Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

Select the “I accept the terms in the License
Agreement” button.

Click “Next.”

i
End-User License Agreement

Flease read the following license agreement carefully

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY
This Supplemental End User License Agreement ("SEULA") contains

additional terms and conditions for the Software Product licensed under the

——— i — -

P I TR T S W T TP I PP .

(®) I accept the terms in the License Agreement
()1 do not accept the terms in the License Agreement

Advanced Installer

< Back Cancel
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Select “Install”, this will require the username and
password you use to login to your personal
computer.

VPN

)
|12
Ready to Install

» ¥
| The Setup Wizard is ready to begin the Typical installation 3

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick Back”. Click "Cancel” to exit the wizard.

Advanced Installer

< Back “M Cancel

After you input those credentials, the installer will
install Cisco AnyConnect onto your computer. You
will know it has completed when you reach the
screen the allows you to click “Finish”.

X Completing the Cisco
) AnyConnect Secure
a Mobility Client Setup
: ' Wizard
| Click the Finish button to exit the Setup Wizard.
H\\ |
y-
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To find the client after install look under “C” after
opening up the Windows Start menu, it may also
show in “Recently Installed”.

It will then launch in the bottom right-hand corner,
and should autofill to say vpn01.cu.edu with a
“Connect” button to the right.

There is a backup address should connection to
vpn01.cu.edu fail. If you experience issues
connecting, please try vpn02.cu.edu. The two VPN
concentrators are at different physical locations.
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] Ready to connect.
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Should one location suffer an outage, the other O 0
address serves as a backup. o )
Selecting “Connect” will bring up a login window, 9 Cisco AnyConnect | vpn1.cu.edu X

input your CU Username and Password once
more. CU-System VPN routes all external traffic
through your ISP, and routes all CU-System
internal network traffic through the VPN.

rﬁ:l Fleaze enter your username and password.

—

- Group: CU-System-VPMN it

Username: | username |

Password: | ******* il |
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Certain users may need to access Campus
Resources (i.e. Tableau access for UC Denver)
and will need to utilize the “Full Tunnel” option for -
the VPN. This will route all network traffic through L1 Pplease enter your username and password.

9 Cisco AnyConnect | vpn02.cu.edu X

the VPN first, before routing to the end destination. —
To utilize the Full Tunnel option, click the drop Group: |G Systens VPN s

i ‘ , i CU-System-VPN
Slown in the Gro’l’Jp section and choose Vi M
UIS_FullTunnel _

Password: |
OK Cancel
If the login is successful, the Cisco AnyConnect 9 Cisco AnyConnect Secure Mobility Client - %
window should have a green checkmark above the — ;
lock icon.
- VPN:
s

Connected to vpn01.cu.edu.
You have successfully installed and configured

Disconnect

Cisco AnyConnect VPN!
00:00: 24 IPv4
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