
 
 

Equipment Security Measures 
 Look for false scanners attached to devices. Scanners can be placed over the 

card reader and look very similar to the original device. Look and feel for any 
parts that come loose easily. 

 Keep an inventory of all devices used for payments, noting their serial 
numbers, makes, models, and any other identifying information. 

 Routinely check the serial number and other characteristics of your devices to 
be sure that you are using the right one. An approved device could easily be 
switched for a false one, so it is important to be vigilant. 

 Apply tamper-evident security tape over any parts of a device that can be 
opened. Even if the terminal can’t be opened, security tape helps you 
recognize your terminals. 

 Keep swipe card terminals in a secure area where unauthorized people are 
unable to access  

EMV capable terminals across the campus departments can process contactless 
payments using Near Field Communication (NFC) technology.  

 


