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Introduction

Web-based learning has become an integral component of most training programs because it is scalable
and provides an economic advantage over classroom based training, offering flexibility, efficiency and
consistency.

An effective online course optimizes content for enhanced learning. This requires rigorous planning and
design. The course designer works to ensure that each component of the course presents the learning
material in an effective and efficient manner. This style guide is intended for online course designers,
outlining good practices for writing instructional material for Web-based training, including:

= The D5 instructional design process
= Specific tasks and products from the design process
=  Best practices for writing an online course
This style guide assumes that courses will be designed for use online through SkillSoft for University of

Colorado employees. However, the guide is intended to be flexible enough to be useful in other settings,
as well.

Copyright May 2012, Office of the President. Employee Learning and Development.



Style Guide for Writing Online Custom Courses

D5 Instructional Design Process

CU ELD follows the D5 Instructional Design Process, which involves a cycle of five phases: Discover,
Define, Design, Develop and Deliver. Evaluation (or review and revision) occurs through out the process,
between and within each of the phases.

Here is a closer look at each of the five phases:

1.

Discover: the initial planning phase of the

course, which involves meetings between .
SME and course designer, compilation of
content and resources and establishment of .

project timeline

Define: sorting and refining information
collected during the Discover phase, which

involves establishing a project plan,
identifying objectives and preliminary De\elop
sequencing of the content
Design: develop plans for the course . .

12 ’- . ~ .
including storyboards, sketches, templates D5 Instructional DGSIgIl Process
and assessment prototypes

Develop: refine the design plans from the previous stage and begin to create the beta-testing
version of the course and all its components

Deliver: revise the beta version based on feedback from stakeholders and launch the finished
course
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D5 Instructional Design Process (continued)

The chart below summarizes the specific tasks and products of each of the five phases. The “Input” row
identifies items, actions or products that are required to make each phase happen. “Actions” are the
tasks that define each phase. Finally, the “Output” row identifies the products of each phase. Note that
products in Output often become the Input items in the subsequent phase. Unless an item must be
finalized and approved (marked with an asterisk) at the end of a phase, it will most likely need to be
reviewed and revised in the next phase.

Discover

Define

Design

Develop

Deliver

o SME content o
e Resources
e Learning Needs

Analysis (LNA) tool
o LNA °
o |dentify course
goals
Actions N Compile content o
and resources °
e LNA report* °
e Statement of work
(Ssow)* °

e Project plan
(timelines, roles,
scope, etc)

Project plan

Identify learning
and performance
objectives

Analyze content
Block and sequence
content

Content map or
outline
Learning and
performance
objectives*

Content map or
outline

Select toolbox items
Design appearance
Prototype
assessments/
practice exercises

Design or select
media, narratives,
etc.

Course script*
Summative
assessment*

€ Review/Revise >

e Course script
e Summative
assessment

e Record and edit
multimedia

e Finalize script,
images, links,
handouts, etc.

e Coding

e Beta course

Beta Course

Beta testing
Feedback
and final
edits

Final course
launch*

*Indicates completed items needing sign-off.
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Discover: Learning Needs Analysis

Before planning a course can begin, course designers must understand the audience and training needs.
Specifically, designers need to be able to answer questions such as: Why is this course needed? Who is
the course for? What short and long term results are expected or desired?

During the Learning Needs Analysis (LNA), the designer and content expert work together to answer
these questions and develop a framework for meeting the learning needs of the audience and the
business needs of the organization. The table below, contains a representative list of questions to ask
during the LNA. (See Addendum 2: Learning Needs Analysis)

Learning Needs Analysis (LNA)

¢ What is the business need? What problem will the training solve?
What iS the e |s the course required?

e If so, how often? When must it be completed?

Freason fO r e Is this training currently being offered?
¢ |f so, in what format?

the cou rse? e |s user feedback available?

¢ What is working or not working in the current training?

Wh at are * What do learners need to know by the end of the course?

th e course ¢ What are the desired learning outcomes?
3 ¢ How will success be determined?
goals:

WhO IS the ¢ Who is the training intended for?

tra | N | n ¢ How many people will take the course?
g ¢ What prior knowledge or experience with the subject matter are

au d | en Ce? participants expected to have?
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Define: Goals and Learning Objectives

After the LNA and compiling all content and resources, the next step in planning a course is to identify
the goals and learning objectives that describe what learners will be able to do at the end of instruction.
Goals and objectives differ in that goals are broad and general while objectives are narrow, tangible and
precise. In other words, the goal of a course identifies what the short and long term results of the
training will be, both for the learners and for the organization. The learning objectives identify
specifically what learners need to know or be able to do after taking the course. Learning objectives
clearly communicate the intent of instruction and can be validated by assessment.

Objectives are learner focused; in other words, they identify behaviors that the learner should adopt
after taking the course, rather than focusing on what the course will “teach”.

A true objective can be broken down into two essential parts:

= Audience — Who will be doing the learning?
e Learners will ...
e Employees will ...
= Behavior — What the learner will be able to do?
e ..apply mathematical formulas to excel spreadsheets.
e ..identify hazardous wastes.

Note that the behaviors in the examples are actions that learners should be able to demonstrate. A good
course actively involves the learner. A list of common verbs used in writing objectives is available in
Addendum 1.
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Design: Plotting the Course

Once the learning objectives are identified, it’s time to build the course. The course objectives will be
the foundation for the structure of the course. Objectives and assessment questions will help determine
what information goes into the course modules and what goes into handouts or resources.

Content should be arranged into a logical sequence so that topics flow smoothly from one to the other
in a meaningful way. Content is blocked into modules: thematic units within the course, each with its
own learning objectives derived from the course objectives.

An effective way to achieve a meaningful and memorable structure is to :

1. Introduce the topic and the learning objectives for the course

2. Present the content

3. Summarize the content

4. Review the content in each module with questions or an activity

5. Test the learners’ understanding of the whole course with a summative assessment (quiz).

This structure can be repeated throughout the course in each of the modules. The only difference
between the course and the module structure is that at the end of each module, you will not necessarily
test the learners’ understanding with an assessment. Review questions or activities are effective ways to
review content in a module, especially if descriptive feedback is included for each answer.

Addendum 2 has a sample course outline that demonstrates a way to use the above structure.
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Design: Introductions and Conclusions

The first module should introduce the topic, course objectives, and the organization of content; it sets
the stage for learning. The introduction should also provide learners with a rationale for the course by
answering the question, “What’s in it for me?” It also lets learners know what they should expect to
know by the end of the course.

The first page of each module will introduce the topic, course objective and organization of content
specific to that module.

The main body of the course will end with a conclusion that summarizes the content of the course. In
addition, each module will have its own conclusion that summarizes the content of the module and
prepares learners for the next module.
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Design: Summative Assessment

The summative assessment or final course quiz needs to be rigorous and well constructed in order to
determine learners’ comprehension of the course content and acquisition of skills. Designing effective
tests is complex. One instructional design professional reports devoting as much as one hour to writing
each assessment question. Designers with less experience may wish to devote even more time and
effort.

Good test questions:

= Are based on course and module objectives
= Test the comprehension of the course material by asking learners to
e Explain or interpret course material
e Provide an analysis (compare and contrast, differentiate between concepts, etc.)
e Make a judgment based on key concepts in the course
e Perform or list steps in a procedure

SkillSoft currently allows only multiple choice questions for summative assessments. Good practices for
writing multiple choice questions include:

= Clear and concise questions

= At least two questions for each course objective to enhance the reliability of the assessment
=  Four or five choice items, known as “distracters”, of similar length for each question

= Avoid “all of the above” or “none of the above” as an item choice

= Avoid true/false questions

Just as with course objectives, a valid assessment applies verbs such as those in Addendum 1. One way
to think about it is this: course objectives tell learners what they should be able to do by the end of the
course, and the assessment asks learners to prove that they’'ve met the objectives.

Because assessments are learning tools and not just “tests,” it is important include descriptive feedback

for each response for each question in the assessment. The feedback provides learners with one more
opportunity to review course content.
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Design: Review Questions and Activities

Review questions or exercises based on objectives should be included in each course module to provide
an informal assessment of comprehension. Practice tests or activities can facilitate long term
information retention. Descriptive feedback for correct and incorrect answers is essential because it
provides learners with another opportunity for review. A module review may include:

= “Tryit” simulations to provide an interactive means of practicing steps or completing a process

=  “What do you think?” or scenario-based questions that ask learners to apply their newly
acquired knowledge to hypothetical situations

= Multiple choice, matching or true/false questions.

Addendum 1 has suggestions for possible activities and verbs to use in review questions.
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Design: Graphics and Multimedia

Graphics reinforce the text, while audio and video tell a story or make a specific point. Use video,
animation, and audio to support learning or reinforce content. Use illustrations, graphics and
photographs to explain complex concepts. Web tools, such as Captivate, can also be used to simulate
steps in processes or procedures. As with other learning tools, these should only be used to illustrate
essential information as determined by the course or module objectives. Images that do not directly
illustrate the content on the screen may distract learners and can be counterproductive.
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Design: Toolbox

12

To create an engaging and effective course, it is useful to develop a “toolbox” of learning resources
containing a variety of exercises, assessments, examples, images and more. Some suggestions for
learning tools:

=  Practice exercises to reinforce learning of important or complex concepts
=  Charts and tables to provide a visual interpretation of learning material
= Real or hypothetical scenarios to provide a real-world context to the learner

=  Relevant pictures, diagrams or other images to reinforce the content
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Design: Other Considerations

The visual display of information on the screen is important. Learners should see instantly the most
important item on the screen and understand the hierarchy of content without having to think about it
(they should use their mental energy to think about the content, not the layout). Images that summarize
or otherwise reinforce the content are an easy way to make learning more effective, as well.

Specific text boxes, like the one containing the tip below, may also provide additional context to the
learner. The current ELD script builder includes additions such as:

=  Myth Busters

= Did you know?

= Trylt!

= FAQs (Frequently Asked Questions)

Use these tools cautiously. Highlighted text and exercises tend to be the most memorable content
in a course because they command the most attention. Use these tools to emphasize and
reinforce only the most essential information, using course and module objectives as a guide.
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Design and Develop: Writing Guidelines

“Vigorous writing is concise. A sentence should contain no unnecessary words, a paragraph no
unnecessary sentences, for the same reason that a drawing should have no unnecessary lines and a
machine no unnecessary parts.”— William Strunk Jr., Elements of Style

Just like a movie, a course needs a good script that engages the audience and builds complexity
throughout. The script also includes instructions for the Web developers who implement the course.
Scripts for CU training courses are created in a Word template; each page of the document represents a
screen in the course. A sample script format is provided in Addendum 7.

Scripts provide a consistent structure within each module of the course. Your script should include:

=  Clear, concise and measurable learning objectives for the course and for each module
= Relevant content, visuals and practice exercises

=  Acourse introduction that lets the learner know, “What’s in it for me?”

=  Two or three modules, each with an introduction and summary

=  Practice questions or activities within each module

= A summative assessment to gauge comprehension of every learning objective

=  Alogical sequence of modules that builds on existing knowledge or content introduced in the
course

A online course is designed to accommodate the unique way people take in information from the Web.
Web reading is faster; adults tend to skim text for key points, and move quickly to the next screen. Text
on each screen should be limited to 200 words, less if possible. Each screen should only address one
concept, procedure or item of instruction. The number of screens needed in each module will depend
on the complexity of the content. Adults read Web text at about 180 words per minute, so it takes about
1 to 1.5 minutes to read a screen with 150-200 words. A ten-screen module, therefore, would take
between 10-15 minutes to complete.

Like the number of pages, the number of modules will vary with the complexity of the content.
However, content should be simplified enough to be readily understood without compromising
substance. An online ocurse should take about 30-40 minutes to complete. Complex subjects can be
broken up into a sequence of courses.

Example Course #1 Example Course #2

Module 1: 10 screens MOdUl? 1: 8 Screens J
10-15 min. 8-13 min.

Module 2: 10 Screens Module 2: 10 Screens

‘ 10-15 min.. T 10-15 min.

4 Module 3: 9 Screens
{QUiZ l 9-14 min.
\ Quiz l
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Design and Develop: Writing Guidelines

Writing content for a self-paced course presents unique challenges. A delicate balance needs to be

achieved between including just enough content to convey important concepts while keeping the

learning experience interesting and engaging. Some recommendations from experts include the

following:

Vary the format or rhythm — include audio or video when appropriate.
Make it relevant — ask a question, include a quote, an example or a narrative.
Include images, diagrams and other visuals that support the text.
Evoking emotions when appropriate can help make content more memorable. Humor is
especially effective.
Avoid redundancy; however, strategic repetition can be a helpful memory aid.
Address one concept, procedure or item of instruction on each page and limit text on each
screen to 200 words.
Use familiar words and avoid the use of jargon and contractions.
Compose sentences in active, rather than passive, voice using strong verbs. Be clear about
who is doing the action.
o For example: Students research, review and evaluate projects. NOT: The students are
involved with research, review and evaluation of projects.

When describing an action or task that has a natural order or sequence, structure the content
so that the sequence is obvious and consistent. Make chronology clear.
If emphasis is required, try to convey the emphasis through clear expression rather than
highlighted text. If highlighted text is desired,

e Avoid excessive use of bolding

e Do not use italics (they are hard to read on screen)

e Do not underline (it can be confused with a hyperlink)

e Reserve quotation marks for citations and dialogue

e Avoid using all capital letters to convey empbhasis (online, all caps is interpreted as

shouting)
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Resources

Resources used in this document include:

Associated Press Stylebook, 2009 Edition

Clark, Ruth Colvin. (2008) Building Expertise: Cognitive Methods for Training and Performance
Improvement. International Society for Performance Improvement.

Conrad, Kerri. (2000) Instructional Design for Web-based Training.

Horton, William. (2000) Designing Web-Based Training. John Wiley & Sons, Inc.

Horton, William. (2006) e-Learning by Design. Pfeiffer.

Johnson, Robert. (2006) eLearning Style Guide for the Virginia Department of Health.
Medina, John. (2008) Brain Rules: 12 Principles for Surviving and Thriving at Work, Home and
School.

MIT Training and Development. http://web.mit.edu/training/index.html|

Research-Based Web Design & Usability Guidelines (April 2007) ISBN 0-16-076270-7
Tessmer, M. (2009) Writing Online Training Tutorials. ISBN# 978-0-557-06196-9.
http://www.tutorialwriting.com/blog/
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Addendum 1: Verbs for Objectives, Assessments and Activities (based on
Bloom’s Taxonomy)

17

Bloom’s Verbs
And Matching Assessment Types

Speech Model
Photography Conclusion

Diagram Implication based on idea
T di Graph Causal relationships
ape recording Owin statement Summary
Drama Analog
Skit Qutiine
Cartoon Compare
Story

Match Explain

Restate Defend Map
Events Paraphrase Distinguish EI’OJE!C( ;
People Rewrite Summarize Dn_)recas
Recordinas Give example Interrelate lagram
g Example Interprat lllustration
Newspapers Describe lllustrate Extend ) Paper that
Memorize e Organize Follows an
Recognize Generalize outline
Magazine articles Identify Dramatize
Televisicn shows Locate Prepare Solution
Radio Recite Comprehension Produce Question
Text readings State Choose Apply List
Filmsivideo Solect Label Sketch Solve Project
Plays Drama
Filmstrips Knowledge Application Painting

Sculpture

Conclusion

[ Infer

Questionnaire

Self-evaluation Evaluation Analysis
Recommendation |  Weigh Crificize ¥ Compare ggg? Argument
i Support Parts of
Valuing Analyze
Evaluate Synthesis Classify propaganda
; Consider R Word defined
Point out
gﬁ rliaré;nal g:::ig:]nemen | Distinguish
Evaluation Qe Categorize Statement identified
Standard Appraise Subdivide Conclusion checked
Comparad Compare Syllogism
Standard Compose Plan broken down
Established a”g":;“e ) Design Create
i ; ypothesize Combine Invent
Group discussion Report
f Develop Role-play Organize Suf\.rey
Construct

Produce Grapn

Article

Invention Experiment

Report Play

Set of rules Game Book _

Set of standards Song Formulaho_n of
Machine hypo_thems
Alternative course Question

of action

Source: The Tenth Annual Curriculum Mapping Institute: Snowbird Utah, July15-18, 2004
Adapted from Benjamin Bloom
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Addendum 2: Learning Needs Analysis

Learning Needs Analysis Question Guide

What is the learning need?

e What prompted the request for instruction?

e  What problem(s) would the instruction
address/seek to solve?

e Isthe problem one of knowledge, skill or
behavior?

e What is the current approach to the
problem’s solution?

e [s acourse necessary?

o Can learners gain the same
knowledge, skills or behavior by other
means?

o Would other formats of instruction be
as effective?

e From a learner’s perspective, why do they
need this instruction?

o “What’sin it for me?”

e What are the desired performance outcomes
of the instruction?

o Short term

o Longterm

Goals and Objectives

e What are the learning/instructional goals of
the course?
e What are the learning objectives?
o What do learners need to be able to
do by the end of the course?
o How will learner success be
measured?
e Which learning objectives require the most
emphasis in the instruction?

Audience

o  Who will take this course?
e How many people will take this course?
e Background information

— Education

- Jobroles or titles
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- Experience Level
e What is the audience’s prior understanding of
instructional content?
e How will the instruction meet the audience’s
needs?

o |OW —How would instruction be
approached in a way that the
audience would find appealing, given
the background information above?

Stakeholders

e Who are the stakeholders for the instruction?

e What are the stakeholders’ interests and
requirements?

e  What must be included in the instruction to
meet the stakeholders’ requirements?

Content

e  What high-level topics must be included?

e How does each topic link to one or more
learning objectives?

e  What sources will content be drawn from?
(Laws, policies, websites, existing courses,
printed material, etc.?)

e Whois responsible for developing/updating
source content?

e How often will instructional content need to
be updated?

e Isthere a need or desire for video or other
media to be used in the instruction?

o If so, what topics will be covered in
the media?

o Are there existing media that can be
used?

e (Online courses only) How long is the course
expected to take for learners to complete?
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Addendum 3: Course Content Outline

20

Course Name

Introduction
0.1 Course Purpose
0.2 Course Goals, Objectives and Outcomes

Module 1
1.1 Objectives
1.2 Topic 1
13 Topic 2
1.4 Topic 3
15 Topic 4
1.6 Practice Exercise

1.7 Summary

Module 2
2.1 Objectives
2.2 Topicl
2.3 Topic?2
2.4 Topic3

2.5 Practice Exercise
2.6  Summary

Course Summary
Resources (May includes contact information, URLs, FAQs, links to documents.)

Quiz
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Addendum 4: Writing Conventions

Acronyms and Abbreviations

= To introduce an acronym for the first time, write out the full name of the entity, followed by its
acronym in parentheses.

=  Acronyms do not include spaces or periods.

= Abbreviations should be used when using titles before and after names (e.g., Mr., Mrs., Ph D).

=  Abbreviations should be used when the acronym for a corporation, institution or country is
more familiar than the full name (e.g., USA, IBM, FBI).

= Abbreviations should be used for mathematical measurements (e.g., Ib., kg.).

Bulleted and Numbered Lists

= Arrange lists and tasks in an order that best facilitates efficient and successful user performance.
Make lists easy to scan and understand.

= Provide an introductory heading, or stem, (i.e., word or phrase) to start each bulleted list. Be
consistent with punctuation.

= Use numbered bullets where sequence is important.

=  Only capitalize the first letter of the first word of a list item, a list box item, check box labels, and
radio button labels.

= Maintain parallel construction in a bullet list, e.g., start all bulleted items with a verb.

= Do not use a bullet (number or symbol) when there is only one item; there must be a least two
items to make a bullet list.

Numbers, Dates, Time

= Use figures to express the numbers 10 and above, all numbers representing mathematical
functions or quantities, dates, ages, time, money, and numbers as part of a series

= Spell out the numbers nine and below unless they represent a precise measurement (e.g.,
8.2578) or are part of a complex mathematical formula

= Spell out any number that begins a sentence, title, or heading

= Write out the date in full (e.g., July 4, 1776)

= Use a colon to separate hours and minutes (e.g., 9:00 a.m.)
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Addendum 5: Screenshots

22

1. Practice exercise

{2 hitps:Hicclibrary.skillport.comfstartpage~_scorm2_cu_u00067_0001/index. himftsessionid~202044-T - Windows Internet Explorer

University of Colorado

Discrimination and Harassment

Inroduction |  Discimination Reporting |  Freventing Retaliation Amorous Resources

What is Sexual Harassment? page 3of 4

Quid Pro Quo and Hostile Environment Examples

Here are some examples of potentially harassing situations. Which are quid pro quo and which are hostile environment? Make your
choice:Here are some examples of potentially harassing situations. Which are quid pro quo and which are hosfile environment? Make your
choice:

Quid Pro Quo? | Hostile
Environment?

Displaying sexually explicit material: web sites, screen savers, posters, or calendars. O

“Let's discuss your promotion over dinner.”

Sending suggesfive emails, tweets, or Facebook comments.

“Can you give me a neck rub? Oh come on, it won't kill you!"

“You want me fo up your grade? Give me a neck rub and we'll talk about it.__*

“You sure fill out that sweater nice, you're my kind of woman m} O

Each behavior might be a case of sexual harassment, and if the behavior is persistent and unwelceme. it probably is. And thus merits
aitention.

‘What to do about sexual harassment? Let's go fo the next screen

page3of4

Quick reference to University Policies on Sexual ent and Amorous s of the Universtty of Colorado

2. Practice exercise

& https:fcclibrary.skillport.comf?startpage=_scorm12_cu_a00140_0001 findex. him&sessionid=202044-B - Windows Internet Explorer

University of Colorado

[SIS Training

mro | woowez | moowes [MTTLNCELMM| Mooues | moouwes | moowe7 | moowes | moouwes | Resources |

Navigating Component Pages page 00111

Practice

1. Which is the appropriate choice? Click your answer.

If you wanted to: Which would you use? Feedback

Move to the middle row of a page to © Previous or Next © Tab or Link links
add a new row.

Move from one component to O Tab or Link links O New Window
another.

Move from one page io another. © Tab or Link links O Previous or Next
Delete a row. O Minus button O Minimize button
Reveal all the subcomponents of a © Expand button O Plus button

component in the Main Menu.

Move to the top or bottom row of a © First or Last O Up or Down
component page.

page 10 0f 11
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Addendum 5: Screenshots (continued)

3. Practice exercise

_ﬂ; https:ffcclibrary.skillport.com/?startpage=_scorm12_cu_u00049_0001/index. himisessionid=202044-J - Windows Internet Explorer

University of Colorado

Family Educational Rights and Privacy Act of 1974 (FERPA)

Wodule 1 Voduez |  Modules Module 4 Wodule 5 | Resources

Parents May Access Student Education Records pane s ors

Practice Questions

1. Now let us return fo our opening scenario.

"An angry mother storms info the university regisirar's office, demanding fo see her son's grades. She suspects that her 18-year old son
has been spending his tuition money on personal entertainment and has not been aftending college at all.

Checking the records, the registrar sees that the student has not granted permission for his education records to be released to his
parents, yet his mother is paying for fis tuition.”

Does the mother have a right fo access her son's education records?

O Yes
QO No

2. A parent of one of your students calls and asks you what grade the student received on his exam. [n response you should:

O a. Tell the parent the grade, because parents have a right to access their children's education records.

O b. Check with the Registrar or SIS to determine whether the parent has provided written consent from the student or a copy of
the parent's most recent federal income tax return indicating the studeni's dependent status before you release the grade.

page 4 of §

University of Colorado

Chemical Waste Management

Iniro Module! | Modue2 | Modues3 Woduled | Module 5

Course Introduction page 1 of 1

Colorado and United States Hazardous Waste Regulations require that all persons who generate hazardous waste receive training annually
The University of Colorado has developed this web-based course to serve as your Initial Chermical Waste Management training. A separate
Chemical Waste Management Refresher course is available to meet continuing, annual requirements. Contact your campus Environmental
Health and Safety Department (EHS) with any questions

Course Objectives

After completing this course you will be able to:

. Demonstrate compliance with local, state and federal waste management safety and environmental protection policies.
. Interpret data from three chemical information sources.
. Prepare for and respond to incidental or emergency chemical spills, as these situations may arise

Apply chemical waste container management rules and practices to Satellite Accumulation Areas (SA4)

This course references numerous external websites and documents. To ensure your SUCCESS in passing this course, you are strongly
encouraged to review all linked resources
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Addendum 5: Screenshots (continued)

5. Module summary example

scorm12_cu_u00067_0001/{index. htm - Mozilla Firefox

library skilpart..com; rin/5125PLlaunch  himl?startpage=_scarm12_cu_U00067_0001 findex, htmesessionid=192673-3AIKXZWOP-_scarm12 7.7

Introduction ‘ Discrimination | Sexual Harassment Preventing Retaliation Amorous Resources Quiz ‘

Obligation to Report page 120113

Summary

In this module you explared three harassment issues:

Why report an incident
Wi are all committed to fostering a positive learning, working, and living environment. The University will not condone sexual harassment ar
related retaliation of or by any employee or student. See Policy Statement,

Whe should report an incident

Anyone wha may have experienced or withessed discrimination ar harassment.
Aryone whi has received a report or complaint of discrimination or harassment, or related retaliation should report it

Supervisors must report any discrimination or harassment they are made aware of by any employee ar student.

How to report an incident
Call your campus sexual harassment officer. For addiional information on obligation to repart, see Procedures A and B, Obligation to Report
and Supervisor's Obligation to Report.

If you have any i please contact your campus resource,
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Threats and Protections
Introduction

After your business need expires, promptly remove sensitive information from your workstation or portable. Deleting files is not enough; it can
leave ghost flles of the data that someone can access. Contact your IT service center for guidance on purging your information.

Malware Spyware

o G
©

Phishing Social Engineering

‘

We will also look at one of the easiest and most effective ways to protect your computer from malware, spyware, and other threats: patches.
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Addendum 5: Screenshots (continued)
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Spyware

What can spyware do?

Spyware is unwanted software that attaches itself to Caplure keystrokes to collect any

your computer, often without your knowledge, when Information you enter (passwords, online
you surf the web. It spies upon your computer use, banking information, credit card numbers)
recording your activities Read and frack your email

Record your browsing habits (sites visited
and links clicked) and tailor
advertisements to them

How can | tell if | have spyware? To block spyware:
Unusually slow performance or Internet connection Use anti-spyware software or Spybot
Pop-up advertisements appear when your browser is closed Avoid free downloadable software from
untrusted sources, because spyware may

Your home page or search settings change unexpectedly.
be included.

You are redirected to websites other than the one you typed into the

acddress: bar Do not click on pop-up advertisements or

the links within them. Close them by
clicking the “x" in the upper right hand
corner of the window.

8. Two column screen

~ https: ffcclibrary. skillport.comfstartpage~_scorm12_cu_u00063_0001/findex. himBsessionid-202044-1 - Windows Internet Explorer
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Student and Patient Data
Student data Patient Data

Patient data includes medical records, social
security numbers, reports and tests results,
appointment dates. and patient billing information.

The Health Insurance Portability and Accountability
Act (HIPAA) is a federal law that protects the
privacy and security of protected health information
(PHIy and PHI in electronic form (ePHI).

Student data includes grades, transcripts. class If you handle PHI/ePHI as part of your job you
papers, financial aid records, social security should take CU's online course, HIPAA
numbers, disciplinary records, department chair's Regulations.

notes and academic reports.

Students have rights to the access and release of
their data. The Family Educational Rights and
Privacy Act (FERPA) is a federal law that governs
the access and release of student data.

If you handle any of this information as part of your
Jjob. you should take CU's online FERPA course. =
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