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Robert
Hanssen

One of the most famous
insiders of all time was an
individual named Robert
Hanssen. Mr. Hanssen joined
the FBI in January 1976, where
he worked for over 25 years as
a trusted FBl agent. During that
time one of his primary roles was
that of Soviet/Russian counter-
intelligence. His job at the FBI
was to identify trusted Americans
that were really working for the
Soviet Union, people spying on
their own country. The problem
was, during a large part of this
time Robert Hansen was one of
the top Soviet spies. Only three
years after joining the FBI, he
had reached out to the Soviet
GRU, asking if he could spy for
them.

Since he was so trusted by
the FBI he was able to provide to
the Soviet Union information
critical to the United States,
including latest tools and
technology used by American
intelligence. He also identified a
variety of Russian people that

were actually working for the

American government, resulting
in the deaths of numerous
people. Many consider this
single individual the greatest
intelligence disaster in America’s
history.

the
impact of the insider threat,
please take the following steps to

In order to minimize

help protect yourself and our
organization:

1. For any data that you are
responsible for, only give people
access that is required for their
job function. Even if someone has
the required clearances ask
yourself if their job require it. If
not, then do not provide the
information, or if you are not sure
ask a supervisor. In addition, this
access should be reviewed on a
regular basis. Overtime people
that need access to certain data
may no longer need it and should
be removed.

2. Do not copy work related
information to personal drives or
take sensitive information home
with you unless you have prior
authorization.  In addition, be
sure you do not copy any work
related information to public or
cloud based services. Examples
include do not forward work data
to to your personal email account,
sharing data with cloud services
such as Dropbox, or copy data to
your smartphone

3. Always lock your computer
and your desk when you are
going to be away for a long
period of time. This ensures that
unauthorized individuals cannot
access any sensitive information
you may have in your desk or

access your computer.

4. Never give anyone access
to your account or share your
password with anyone, including
a supervisor. By giving someone
access to either your account or
your password, not only do you
jeopardize our organization by
giving unauthorized access, but
you will be responsible for all of
their actions.

The insider threat is a real
and ever growing problem. You
never know who could be causing
harm to our organization, so
always be on the lookout for
suspicious behavior.
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