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Laws and Regulations

Original sources for relevant legal and compliance policies and documentation.

Colorado Protections for Consumer Data Privacy

Family Educational Rights and Privacy Act (FERPA) (3

Health Insurance Portability and Accountability Act (HIPAA) 14
Gramm-Leach-Bliley Act (GLBA) 5

Payment Card Industry Data Security Standard (PCIDSS)

More on Information Security
Reputable external websites with information about protecting data and technology assets.

¢ Colorado Office of Information Security 7]

Colorado Department of Higher Education (s

Colorado Higher Ed Computing Organization (CHECOQO) 9
NIST Computer Security Resource Center [iq

SANS 1y

SecurityFocus [12]

EDUCAUSE (13

Cyber Risk and Compliance Committee

The Cyber Risk and Compliance Committee 14) serves to provide oversight and support of IT
Security across all University of Colorado Campuses.
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Office of Information Security
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[1] https://www.cu.edu/security/resources [2] https://leg.colorado.gov/bills/hb18-1128

[3] https://www?2.ed.gov/policy/gen/guid/fpco/ferpa/index.html [4] https://www.hhs.gov/hipaa/index.html

[5] https:/lwww.ftc.gov/tips-advice/business-center/privacy-and-security/gramme-leach-bliley-act

[6] https://www.pcisecuritystandards.org/ [7] http://www.oit.state.co.us/ois [8] https://highered.colorado.gov/
[9] https://www.checoweb.org/drupal/ [10] https://csrc.nist.gov/ [11] https://www.sans.org/

[12] https://www.securityfocus.com/ [13] https://www.educause.edu/ [14]
https://www.cu.edu/security/cyber-risk-and-compliance-committee
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